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1. DEPARTMENT OF HOMELAND SECURITY (DHS) UNITED STATES BUREAU 
OF CITIZENSHIP AND IMMIGRATION SERVICES (USCIS) ALIEN-FILE (A­
FILE) DIGITIZATION BLANKET PURCHASE AGREEMENT (BPA) 

1.1 Backgrouod 

The Department of Homeland Security (DHS), U.S. Citizenship and Immigration Services 
(USCIS), Office of Records Services (ORS) has requirements for a Contractor to support USCIS 
in providing electronic access to all Alien-File (A-File) data that resides within the different 
USCIS offices for national security reasons. These files may include but are not limited to alien 
registration. I-485 forms, certificate files, master index files, flex-o-line files, and historical files. 
The digitization of files will expand to all file types as the processes and technologies are more 
fully defined. 

1.2 Introduction 

This project is part of the overaJI digitization effort that would significantly reduce paper-based 
processes at the USCIS. To launch the digitization initiative, files will need to be physically 
transported from one location to another, disassembled and prepared for scanning, and stored in a 
secure format to be accessible by USCIS. Additionally, the contractor must maintain and operate 
a facility for where the indexing and processing shall be performed. users will support this 
requirement by establishing a BPA with a selected firm on the General Services Administration 
(GSA) Schedule, Group 36. 

USCIS recognizes the need to standardize digitization processes and tools when it acquires its 
customer's (applicant's) data. As depicted on the figure, any process that requires scanning will 
be part of the digitization process. The vision of "information acquisition" is to create a more 
data-centric process than an image-centric process, certainly away from the paper-based process. 
This will require significant system capabilities such as OCR, sophisticated metadatalindexing, 
record/document management, and customer data/case management capabilities; the illustration 
below depicts this concept. The digitization capabilities will be built on the industry standards 
such as PDF and XML. With such standards, we can converge both e-filing (electronic) and 
paper filing on common standards and tools. As an example, we plan to utilize a single set of 
XML based PDF template against all cbarmels depicted above. 
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A Jist of related acronyms is found in attaclunent A. I. 

2. BPA TERMS AND CONDITIONS 

Pursuant to GSA Federal Supply Schedule (FSS) Group 36 Office Imaging and Document 
Solution contract. the Contractor entering into this BPA agrees to the terms and conditions of a 
Blanket Purchase Agreement exclusively with US CIS. 

lt is the responsibility of the Contractor to notify the Contracting Officer {CO) of GSA Schedule 
price changes affecting line items and services listed in this BPA prior to award of any Call. The · 
Government encourages Contractors to proposed iscounts from the published GSA Schedule 
rates. The discounts shall be in terms of percentage discounts to be applied against the GSA 
Schedule price for the product or services. Jf discounts are conditional on a given dollar volume 
or other condition, this must be stated clearly. These discounts do not preclude the contractor 
from offering nor the Government from asking for further price reductions in accordance with 
commercial practice, market forces, and volume buying at the time of placing orders against this 
BPA. The relationship between the current price in the GSA Schedule and the price offered in 
the contractor's proposal shall remain constant. 

2.1 BPA Scope 

The contract services to be ordered under this BPA include records digitization and storage 
related services and will be ordered in B'P A Calls in accordance with the ordering procedures 
described below. The scope of the support can include any Contract Line Items (CLINs) under 
the Contractor's GSA Schedule, Group 36. Any work perfonned under the BPA will be initiated 
on a Firm-Fixed Price or Time and Material basis depending on the nature of the work. Other 
Direct Costs (ODCs) will be authorized by the Contracting Officer contingent upon prior 
Contracting Officer's Technical Representative (COTR) approval and negotiated with each Call. 
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2.2 Federal Supply Schedule 

All Calls placed against this BPA are subject to the terms and conditions of the Contractor's 
GSA FSS Contract. 

2.3 Delivery 

Delivery destination and schedule will be specified in each Call. 

2.4 BPA Volume 

The Government estimates, but does not guarantee, that the total value of purchases made on this BPA 
(across multiple Calls) may reach $150 million over the life of the BPA. Funding for work beyond FY-05 
(The first call) has not been appropriated. The issuance of calls for work is contingent upon many factors 
including the performance under the first call, the receipt of funding and the Government's determination 
of the need for the continuation of work. · 

2.5 Obligation of Funding 

The BPA does not obligate any funds. Funding will be obligated through individual Calls issued 
under this BPA. 

2.6 BPA Expiration 

This BPA has a duration of five (5) years, or expiration of the Contractor's GSA Schedule 
contract, whichever comes first. The BPA is based on the GSA Schedule and cannot exceed the 
GSA Schedule contract period. If GSA exerciseS an option to extend the tenn of the Schedule 
contract, the BPA will be extended as well not to exceed a total of five years from the date the 
BP A is established. The performance on any Calls issued prior to the expiration of the BPA or 
GSA Schedule will continue until nonnal completion unless terminated earlier at the request of 
the Goverrunent. 

2. 7 Ordering Procedures 

Calls will be placed against the BPA. The BPA Calls will be issued on a Firm-Fixed Price or 
Time and Materials basis depending on the nature of the work. Each Call issued under this BPA 
will be preceded with a Request for Quotation (RFQ) to the Contractor, which contains a 
performance work statement and request for price quotes. Upon receipt, evaluation, and mutual 
agreement of the task(s) outlined in the PWS, the Contracting Officer will issue the Call to the 
Contractor. 

Each Call issued under this BPA will include the following information as applicable: 

• BPA number and Call number. 
• Date of the Call. 
• Description of the work to be performed. 
• The work schedule, period of performance, or required completion date. 
• Place of delivery or perfonnance. 
• Deliverables. 
• Performance Requirements. 
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• Contract Line Item Number (CLIN) and description, quantity, unit price and extended 

total. 
• Type of task, e .g., Finn-Fixed Price or Time and Materials. 

• Government Points of Contact. 
• The invoicing procedures. 
• Accounting and appropriation data. 

2.7.1 Ordering Officials: 

Calls under the BPA may be placed by: 

Contracting Officer 
Department ofHomeland Security 
U .S. Citizenship & Immigration Services 
Field Support Center- Burlington 
70 Kimball A venue 
South Burlington, YT 05403 
Phone: (802) 872-4111 
Fax: (802) 951-6455 

The COTR for this BP A is: 

Department of Homeland Security 
U.S. Citizenship & Immigration Services 
ATTN: Robert Purvis 
111 Massachusetts Ave, NW (Second Floor, ) 
Washington, DC 20529 
Phone: (202) 272-8226 
Fax: (202) 272-8330 
robert.purvis@dhs.gov 

2.8 Period of Performance for Calls 

The period of performance for each Call shall be specified in each Call awarded. Calls awarded 
during the period a BPA is in effect may continue performance beyond the expiration date of the 
BPA provided the total period of performance does not exceed one year. 

2.9 Place of Performance 

. The place of performance will be addressed in individual Calls. 

2.10 Points of Contact (POCs) 

Points of Contact (POCs) for this BP A will be announced at time of award and protocols for 
delivering reports, invoices, and other deliverables will be described at the BPA Kick-Off 

Meeting. 
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2.11 Invoices 

2.12 Invoice Submission 

The Contractor shall be required to submit monthly invoices within 10 business days of the close 
of the period for which the invoice is being submitted. The Contractor's invoice shall include a 
breakout ofthe costs allocated to each sub-task identified in the BPA. Each Call shall specify 
the method of payment and may include additional invoice submission requirements. The 
Contractor shall be required to submit invoices directly to the COTR for verification. When 
requested by the COTR, Contractor timesheets shall be delivered to the COTR and/or Program 
Manager for review. The Contractor shall notify the COTR in writing when 75% of the hours 
for each labor category have been expended on time-and-material Calls. 

The COTR will forward tbe verified invoice to the Contracting Officer for certification and 
payment. The Contractor shall track the costs associated with each task listed in the Statement of 
Work. A proper invoice must include, at the minimum, the following infonnation and/or 
attached documentation: 

• Name of Contractor 
• Contract number 
• BPA number 
• Call number 
• Contract line item number 
• Date of order 
• Contract Line Item (CLil\') 
• Quantity, unit price, and extension of each item 
• Labor category, where applicable 
• Performance period 
• Interim payment period 

To be deemed a proper invoice the services or deliverables furnished and produced, during the 
performance period covered by the invoice, must have received an acceptance from the 
Govenunent authorized representative. 

2.12.1 Signed Face Page of tbe Invoice 

This page shall include the following identifying data: Contractor name, BP A number, Call 
number, period of performance, date of invoice, and accounting data. This face page shall 
provide a space for the name, title, and signature of the individual authorized to submit the 
invoice; a contact name and phone number; a "Verification" line; and "Approved" line. 

2.12.2 Invoice Distribu tion 

The Contractor must provide an original proper invoice as stated in the FSS Contract to the 
designated COTR as indicated on each Call. The Government Project Manager or other 
personnel delegated authority by the COTR, at the receiving or secure storage location will be 
responsible for completing the receiving report, and will forward the original receiving report 
and endorsed invoice to the CO. The CO will forward the original invoice and receiving report 
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to Finance for payment. Payment will not be rendered to the Contractor until both an original 
proper invoice and receiving report noting the acceptance of the products/services· are submitted 
to the Finance office as described above. The Contractor shall submit invoices as follows: 

Original invoice to the BP A COTR: 

Department of Homeland Security 
U.S. Citizenship & lnunigration Services 
ATIN: Robert Purvis 
11 1 Massachusetts Ave, NW (Second Floor,) 
Washington, DC 20529 
Phone: (202) 272-8226 
Fax: (202) 272-8330 

Copy of invoice to the CO: 

Deparunent of Homeland Security 
U.S. Chizenship & Immigration Services 
Field Support Center- Burlington 
70 Kimba11 Avenue 
South Burlington, VT 05403 
Phone: (802) 872-41 11 
Fax: (802) 951-6455 

2.12.3 Payment to Contractor 

The USCIS will make payment to the Contractor using the Automatic Clearing House (ACH) 
Network. 

2.12.4 Financial Institution for Receipt of Payment 

After the BP A is awarded, but not later than 14 calendar days before an invoice or BPA finance 
request is submitted to the Government, the Contractor shall designate a financial institution for 
receipt of electronic funds transfer payments. Submission shall be done on Standard Form (SF) 
3881, Payment Information Form ACH Vendor Payment System. 

2.13 Order of Precedeoce 

The terms and conditions included in this BPA apply to all Calls issued pursuant to it. In the 
event of an inconsistency between the provisions of this BPA and the terms and conditions of the 
Contractor's schedule contract, the terms and conditions of the GSA Schedule contract will take 
precedence. 

2.14 Non-Schedule I tems 

Open market items not specifically identified in the Contractors GSA Schedule contract are 
considered non-schedule items and may only be added to the BPA for administrative 
convenience in accordance with the provisions ofFAR 8.402(f). 
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2.15 BPA Record Retention 

The contractor shall maintain BPNCall records as required by the Federal Ae<tuisition 
Regulation. 

2.16 BPA Annual Review 

A review of the BPA shaJl be conducted annually pursuant to FAR 8.405-3(d) to determine 
whether the BPA is. still considered a Best Value and that it meets the needs of the Government. 

2.17 Government Quality Assurance 

The Government reserves the right to establish and maintain a quality assurance program in 
accordance with FAR 52.246-4 .. Inspection ofServices-Fixed-Price, or FAR 52.246-6 
"Inspection-Time-and-Material and Labor-Hour" clause, as appropriate, and the provisions 
contained in the Perfonnance Requirements Summary (PRS) of individual Calls issued under 
this BPA. 

2.18 Accessibility by Individuals 

Any equipment provided or proposed by the contractor shalt be capable of enhancement to 
provide handicapped employees with sensory, cognitive, and/or motor impairments accessibility 

· to the equipment. The guidelines for these enhancements are established by the National 
Institute on Disability and Rehabilitation Research and GSA. 

2.19 Contractor Teaming Arrangements 

USCIS encourages the establishment of Contract Teaming Arrangements in accordance with and 
as prescribed by FAR Subpart 9.6 if necessary to provide a total solution to the Government's 
requirement. Participation in a Contractor Team Arrangement is limited to Schedule contractors. 
Each teaming partner submits their own GSA Schedule and Calls placed under a Contractor 
Team Arrangement are subject to the terms and conditions of the Schedule contract holder. Each 
team member shall independently abide by the terms of their individual Schedule contracts. One 
contractor may be designated by the team as Contractor Team Leader and act as the singlt! point 
of contact for the team. The discount structure for services provided by these teaming partners 
must confonn to the discount structure in the BPA. A Contractor Teaming Arrangement is not a 
Prime/Subcontractor relationship and under a Contractor Teaming Arrangement the Government 
establishes privity of contract with each teaming partner. 

If a Contractor Team Arrangement is established to provide the Goverrunent with a total solution 
a copy of the Arrangement shall be included with the quote response. Common element of a 
Contractor Team Arrangement may include, but are not limited to the following: 

o Identities pru1icipants. GSA Schedule contract numbers, and services and 
products covered by the arrangement; 

o Defines tenns; 
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o Sets torth each pat1icipant's roles, responsibilities, and obligations; 

o Identifies scope, period of performance tfor specitic, limited purposes or 1onger 
periods covering several trcmsactions), and termination of the arrangement: 

o Establishes scope and limitations of any lic~nses or proprietary rights; 

o Establishes representations and warranties among the parties; 

o Identifies confidentiality requirements, obligations, disclosures. and remedies; 

o Identifies damages. liability/limitation of liability, and any indemnification 
requirements among the parties; 

o Addresses administrative requirements (e.g., assignments, how notices will be 
conveyed and recognized. how changes or amendments will occur); 

') Identifies any tc•ms that survive the arrangement or termination; 

o Establishes how disputes will be addressed and resolved; and 

o Addresses foJ"ce majeure; i.e., addresses how an unexpected or uncontrollable 
event will impact a team member's obligation under the CTA. 

2.20 Subcontracting 

Subcontracting arrangements which establish a prime/subcontractor relationship are permissible 
if agreed to by the Govenunent and the Contractor in individually negotiated Calls, provided that 
in alJ cases subcontractors perform work at prices which are equal to or less than those 
established by the prime Contractor under the BPA However, in cases where urgent 
requirements require immediate staffing not readily available through the prime, then subcontract 
rates may exceed the prime's rates provided adequate justification is provided to the Contracting 
Officer prior to starting work for approval and the higher rates can be determined to be 
reasonable. All security requirements must flow-down to the sub-contractor. 

2.21 Non-Personal Services 

This is a "Non-personal Services" BP A. The personnel rendering the services are not subject, 
either by·the BPA's terms or by the manner of its administration, to the supervision and control 
usually prevailing in relationships between the Government and its employees. Should any 
USCIS employee other than the COTR or CO ask or direct a Contract employee to deviate from 
established production requirements, priorities, or performance procedures and requirements, the 
Contractor employee will refer the matter to the designated POC for resolution. 

2.22 Government Furnished Property (GFP) 

The Government will identify Government Furnished Property, if any, in individual Calls. 

2.22.1 GFP Reporting 
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The Government will identify the property and provide specific Government property reporting, 
and disposition instructions in CaJJs issued under the BPA, as applicable. In compliance with 
FAR 45.505-14, Reports of Government Property. the Contractor shall provide to the CO an 
annual report of the US CIS property for which the Contractor is accountable. 

2.22.1.1 HSAR3052.245-70 Government Property Reports [DEC 2003] 

(a) The Contractor shall prepare an annual report of Government property in its possession and 
the possession of its subcontractors. 

(b) The report shall be submitted to the Contracting Officer not later than September 15 of each 
calendar year on DHS Fonn 0700-05, Contractor Report of Government Property. 

2.22.2 GFP Inspection and Inventory 

Prior to the start date and end date of any BPA Cat1 issued hereunder, the Government Project 
Manager will conduct an inspection and inventory ofthe Government facilities and equipment to 
docwnent the condi6on and state of repair of the facilities and equipment to be operated or used 
by the Contractor. Based on this inspection, the Government Project Manager will prepare a 
condition report and will provide a copy of this report to the Contractor and to the CO. If the 
Contractor concurs with the report, the Contractor shall sign to acknowledge receipt and 
acceptance of the condition report. 

2.23 Rights in Government Furnished Data and Materials 

The USCIS shall retain all rights and privileges, including those of patent and copyright, to all 
Govenunc:nt furnished data. The Contractor shall neither retain nor produce for private or 
commercial use any data or other materials furnished under a BP NCall. The Contractor agrees 
not to assert any rights at common law or in equity or establish any claim to statutory copyright 
to such data. These rights are not exclusive and are in addition to other rights and remedies to 
which the Goverrunent is otherwise entitled elsewhere in this BPA or a BPA Call. 

2.24 Access to Government Facilities 

The Authorized Government Representative specified in each Call will coordinate access to 
Govenunent facilities by Contractor personnel when required in the performance of work on 
individual Calls. While on Government property, the Contractor personnel shall comply with all 
applicable rules and regulations, not only as they apply to themselves. but also as they apply to 
other personnel and property at the site. At each site, the local Government representative will 
have sole authority to determine when, and under what conditions, Contractor personnel can be 
present on site- for instance, the Government may prohibit Contractor personnel from being on 
site if there are no Government personnel present at the same time. 
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2.25 Commercial Records Facility 

The Contractor's facility for the data conversion services and storage of files obtruned through 
the BPA shall meet the NARA facility standards for records storage facilities addressed in CFR 
Subpart B, Part 1228, Subpart K. 

2.26 Indemnification 

The Contractor assumes fu)) responsibility for and shall hold harmless and indemnify the 
Government against any and all losses or damage of whatsoever kind and nature, to any supplies 
and accessories or spare parts furnished, while in its custody and care for storage, repairs, or 
service to be performed under the terms of this BPA, resulting in whole or in part from the 
t:Jegligent acts or omissions of the Contractor, and subcontractor or any employee, agent or 
representative of the Contractor or subcontractor. 

If due to fault, negligent acts (whether of commission or omission) and/or dishonesty of the 
Contractor or its employees, any Govemment·owned or controlled property is lost or damaged as 
a result of the Contractor's performance of this BP A, the Contractor shall be responsible to the 
Government for such loss or damage, and the Government may, in lieu of payment thereof, 
require the Contractor to replace at its own expense, all property lost or damaged. 

2.27 Insurance 

The company shall maintain proper insurance to ensure they are licensed in accordance with 
State and Federal regulations. The Contractor warrants that insurance (cun·ently iri force) 
coverage exists in the amount not less than those specified in the FAR Subpart 28.307·2, 
Liability. 

2.27.1 Evidence of Insurance 

The Contractor shall file with the CO within three (3) business days after award of the BPA, a 
certification of insurance evidencing the above coverage. The Contractor shall file with the CO 
within five (5). business days after receipt, notice of cancellation or reduction below the above 
cited amounts any insurance coverage related to this requirement. 

2.27.2 Subcontractor Insurance 

The Contractor warrants that such insurance coverage for all subcontractors, who will work at 
the site, does or will exist before each subcontractor perso!Ulel enter the Government premises. 

2.28 Accident Report Procedures 

In the event of an accident involving Government personnel or property, the Contractor shall 
submit a report to the CO via the on·site COTR in letterform that will include the following: 

• Time and date of occurrence 
• The place of occurrence 
• A list ofpersonnel directly involved 
• A narrative description of the accident and circumstances 
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2.29 Permits and License 

In the performance of work hereunder, the Contractor shall obtain and maintain in effect all 
necessary permits and licenses required by Federal, State, or Local Goverrunents, or subdivisions 
thereof, or of any other duly constituted public authority. Further, the Contractor shall obey and 
abide by all applicable laws and ordinances. 

2.30 Legal Holidays and Administrative Leave 

The Federal Goverrunent observes the following days as holidays: 

New Year's Day I M. L. King's 
Birthday 

Presidents Day Memorial Day 
Independence Day Labor Day 
Columbus Day Veteran's Day 
Thanksgiving Day Christmas 

Observance of such days by Government personnel shall not be reason for the Contractor to 
request an additional period of performance, or entitlement of compensation ex<:ept as set forth 
within this BPA. When DHS grants its employees "Liberal Leave," Contractor employees are 
expected to work their normal hours. If a site is closed because of inclement weather or other 
reasons that prohibit Contractor persormel from be ing on site, the Contractor shall not be paid for 
this non-work period. 

2.31 Travel 

The Contractor may be required to travel on an as required and assignment basis. Local travel 
reimbursement under thls BP A is not authorized. Local travel is travel within the commuting 
area of the assigned work location. 

2.31.1 Approval for Travel 

The Contractor shall obtain written approval from the Authorized Government Representative 
specified in each Call prior to performing any travel under this BPA and trip authorization from 
the COTR. Contractor travel approved in advance by the Authorized Goverrunent 
Representative specified in each Call will be reimbursed in accordance with FAR 31.205-46, 
Travel Costs. and the Federal Travel Regulations prescribed by the General Services 
Administration. 

2.32 Key Personnel 

USCIS will require the Contractor to propose a project management structure and identify key 
personnet on the BP A to perform the functions of project management. These key personnel wiH 
be directly responsible for management of the BP A. Additional key personnel may be required 
for individual BPA Calls, if the Government designates positions as being essential or "key" to 
the work performed under that Call. Key personnel shall be available to support the 
requirements of Calls issued under the BPA and ensure that all work performed meets the 
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requirements set forth in the Call. The Contractor shall provide resumes of the key personnel, 
which will be evaluated by the Technical Evaluation Committee. At the minimum, the Project 
Manager shall be designated as key persOJmel. The Project Manager must possess knowledge of 
Federal contract and procurement regulations and specialized experience directly related to the 
type of work required in this BP A. 

2.32.1 Substitution or Replacement of Key Personnel 

The personnel specified as key personnel in a given BP A Call are considered essential to the 
work performed under the BPA. In the event of either absences or resignations of any 
Contractor staff, the Contractor sha1l provide fully qualified, experienced, and trained alternates 
to serve as substitutes or replacements for the position. The Contractor shall notify the CO no 
later than 30 calendar days in advance and shall submit justification (incJuding the names and 
resumes of the proposed substitutions) in sufficient detail to permit evaluation of the impact on 
the program. The proposed substitutions shall possess qualifications equal or superior to those of 
the key person(s) being replaced. The Contractor shall make no substitutions or replacements 
without the written consent of the CO. During the first 120 days of this BPA, no key personnel 
substitutions or replacements will be permitted un~ess an individual's sudden illness, death, or 
termination of employment necessitates such substitutions. ln any of these events, the 
Contractor shall promptly notify the CO and provide the information required by the Key 
Personnel clause. Key persormel may be amended from time to time during the BP A either to 
add or delete personnel to the Call or BPA itseJf, as appropriate. 

2.32.2 Employment of Key Personnel 

Key personnel shall be full-time employees of the prime Contractor at the time of quote 
submission that possess familiarity with the company lines of business and business processes. 
The Contractor shall furnish the name, phone number, and resume of the key personnel and other 
pertinent information as required by the Government at the time of quote submission. 

2.33 Standards of Conduct 

In performing Calls issued hereunder, Contractor personnel may be required to interact with 
high-level Government officials. The Contractor shall ensure that all its personnel conduct their 
work in a professional and responsible manner. All Contractor personnel working on the 
Government's site shall abide by the rules and regulations as outlined in the Standards of 
Conduct (28 CFR part 45). 

2.34 Consultants 

USCIS will use acquisition support Contractor personnel to support the Government's evaluation 
of quotes in accordance with the Department of Homeland Security Acqujsition Regulation 
(HSAR) 3015.207-70. The Contractor employees will have access to information contained in 
the Contractor's quotes and will be subject, as are all other members of the source selection 
organization, to the appropriate conflict of interest, standards of conduct, and confidentiality 
restrictions. 
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3. BPA REQUIREMENTS AND POTENTIAL TASKING 

The tasking described below include current tasks required by USCIS; as well as additional 
support services that may be required in the near fun1re. The tasks are described in general terms 
to help delineate the scope of the BP A. Specific tasks may be further defined by USC IS who 
will place either Firm-Fixed Price or Time and Material Calls against the master BPA depending 
upon the nature of the work, but the general scope will not change. All the requirements in the 
BP A shall be perfonned in accordance with applicable DHS standards, schedules, deadlines, 
SDLC guidelines, and other regulations and guidance provided in this BPA and by USCIS. 

CaJJs may include, but are not limited to, any combination of the following tasks: 

• Project Management Support 
• Records Management Services 
• Document Conversion Services 
• Scanning Documents to Digital Data 
• File Control and Tracking 
• Contractor Operated Records FaciHty 
• Document Storage 
• Document Shipping and Receiving 
• Needs Assessment and Analysis Services 
• Documentation 

4. PERFORMANCE-BASED SERVICE CONTRACTING (PBSC) 

It is the intent of the Government that, to the maximum extent possible, Calls will be issued on 
this BPA using perfonnance-based orders pursuant to FAR 8.405-2(b). The Government will 
strive to develop meaningful performance standards and performance measures that can be 
applied to the work perfonned under this BP A. In developing performance data the Government 
hopes to achieve the following goals: 

• Determine reasonable, realistic, and measurable performance standards. 
• Determine how performance achievement for any given month can be accurately 

and quantifiably measured against performance standards. 
• Determine performance standards that measure significant, quantitative results to 

show whether overall performance is successfully achieving essential DHS 
objectives. 

• Determine appropriate incentive for achieving acceptable quality levels of 
performance. 

The Contractor is encouraged to offer feedback and work with the Government to achi eve these 
goals and ensure that standards and measures are fair and contribute to producing the desired 
outcomes. 

4.1.1 PBSC Metbods 

Performance-based contracting methods are intended to ensure that required 
. performance quality levels are achieved and that total payment is related to the degree 
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that services performed or outcomes achieved meet BPA standards. Performance-based 
task orders-

( I) Describe the requirements in terms of results required rather than the methods 
of performance of the work; 
(2) Use measurable performance stilfldards (i.e., in terms of quality, timeliness, 
quantity, etc.) and quality assurance surveillance plans; 
(3) Specify procedures for reductions of the price of a fixed-price BPA call when 
services are not performed or do not meet BPA call requirements; and 
(4) Include performance incentives where appropriate. 

S. SECURITY REQUIREMENTS 

These Security requirements are applicable to each CaU awarded under thls BPA. Any deviation 
from this BPA Security Requirements section shall be specified in each BPA Call. 

S.l.t General 

The Department of Homeland Security (DHS) has determined that performance of this BP A 
requires that the Contractor, subcontractor(s). vendor(s), etc. (herein known as Contractor), 
requires access to sensitive but unclassified DHS information. and that the Contractor will adhere 
to the following. 

5.1.2 Suitability Determioatioa 

DHS shall have and exercise full control over gran1ing, denying, withholding or terminating 
unescorted government facility and/or sensitive but unclassified Government information access 
for Contractor employees, based upon the results of a background investigation. DHS may, as it 
deems appropriate, authorize and make a favorable entry on duty (EOD} decision based on 
preliminary security checks. The favorable EOD decision would allow the employees to 
commence worlc temporarily prior to the completion of the full investigation. The granting of a 
favorable EOD decision shall not be considered as assurance that a full employment suitability 
authorization will follow as a result tbereo( The granting of a favorable EOD decision or a full 
employment suitability determination shall in no way prevent. preclude, or bar the withdrawal or 
termination of any such access by DHS, at any time during the term of the BP A. No employee 
of the Contractor shall be allowed unescorted access to a Government facility without a 
favorable EOD decision or suitability detennination by the Security Office. Contract employees 
assigned to the contract not needing access to sensitive but unclassified DHS information or 
recurring access to DHS' facilities will not be subject to security suitability screening. 

5.1.3 Bac.kgrouud lovestlgatious 

Contract employees (to include applicants, temporaries, part-time and replacement employees) 
under the contract. needing access to sensitive but unclassified information, shall under-go a 
position sensitivity analysis based on the duties, outlined in the Position Designation 
Determination (PDD) for Contractor Personnel, each individual will perform on the contract. 
The results of the position sensitivity analysis shall identify the appropriate background 
investigation to be conducted. All background investigations will be processed through the 
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Security Office. Prospective Contractor employees shall submit the following completed torms 
to the Security Office through the COTR no less than 30 days before the starting date of the 
contract or 30 days prior to entry on duty of any employees, whether a replacement, addition, 
subcontrach>r employee, or vendor: 

1. Standard Form SSP, "Questionnaire for Public Trust Positions" 

2. DHS Form 11000-6, "Conditional Access to Sensitive But Unclassified 
Information Non-Disclosure Agreement'' 

3. FD Form 258, "Fingerprint Card'' (2 copies) 

4. Foreign National Relatives or Associates Statement 

5. Form DHS-11000-9, "Disclosure and Authorization Pertaining to Consumer 
Reports Pursuant to the Fair Credit Reporting Act" 

6. Position Designation Determination for Contract Personnel Fom1 

Required forms will be provided by DHS at the time of award of the BPA. Only complete 
packages will be lltceptcd by the Security Office. Specific instructions on submission of 
packages will be provided upon award of the SPA. 

Be advised that unless an applicant requiring access to sensitive bur unclassified information has 
resided in the US for three of the past five years, the Government may not be able to complete a 
satisfactory background investigation. In such cases, DHS retains the right to deem an applicant 
as ineligible due to insufficient background information. 

The use of Non-U.S. citizens, including Lawful Pcnnanenl Residt:nts (LPRs), is not permitted in 
the performance: of this BPA for any position that involves access to or development of any DHS 
IT system. DHS will consider only U.S. Citizens and LPRs for employment on this BPA. DHS 
will not approve LPRs for employment on this BPA in any position that requires the LPR to 
access or assist in the development, operation, management or maintenance ofDHS IT systems. 
By signing this BPA, the contractor agrees to this restriction. In those: instances where other 
non-IT requirements contained in the BPA can be met by using LPRs, those requirements sball 
be clearly described. 

5.1.4 Continued Eligibility 

If a prospective employee is found to be ineligible for access to Government facilities or 
information, the COTR will advise the Contractor that the employee shall not continue to work 
or to be assigned to work under the BP A. 

The Security Office may require drug screening for probable cause at any time and/ or when the 
contractor independently identifies, circumstances where probable cause exists. 
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DHS reserves the right and preToga.tivc to deny and/ or restrict the facility and information access 
of any Contractor employee whose actions are in conflict with the standards of conduct, 5 CFR 
2635 and 5 CFR 3801, or whom DHS determines to present a risk of compromising sensitive but 
unclassified Government information to which he or she would have access under this :SPA. 

The Contractor will report any adverse information coming to their attention concerning contract 
employees under the BPA to DHS' Security Office. The subsequent termination of employment 
of an employee does not obviate- the requirement to submit this report. The report shall include 
the eTnployees' name and social security number, along with the adverse information being 
reported. 

The Security Office must be notified of alllermina(ionsl resignations within five days of 
occurrence. The Contractor will return any expired DHS issued identification cards and building 
passes, or those of terminated employees to the COTR. If an identification card or building pass 
is not available to be returned, a report must be submitted to the COTR, referencing the pass or 
card number, name ofindividualto whom issued, the last known location and disposition of the 
pass or card. 

5.1.5 Employment Eligibility 

~ Contractor must agr~ that each employee wortcing on this BPA will have a Social Security 
Card issued and approved by the Social Security Administration. The Contractor shall be 
respoosibl~ to the Government for acts and omission~ of his own employees a.od for any 
Subcontractor(s) and their employees to include financial responsibility for all damage or injury 
to J>eTSOOS or property resulting from the acts or omissions of the conlractor's employees. 

Subject to existing law, regulations and/ or other provisions of this BP A, illegal or 
undocumented aliens will not be employed by tbe Contractor, or with this BPA. The Contractor 
will ensure that this provision is expressly incorporated into any and all Subcontracts or 
subordinate agreements issued in support of this BPA. 

S.J.6 Set:urity Maoagement 

The Contractor shall appoint a senior official to act as the Corporate Security Officer. The 
individual will interface with the Security Office through the COTR on all security matters, to 
include physical, personnel, and protection of all Government information and data accessed by 
the Contractor. 

The COTR and the Security Office shall have the right to inspect the procedures, methods, and 
facilities utilized by the Contractor in complying with the security requirements under this BPA. 
Should the COTR determine that the Contractor is not complying with the security requirements 
of this BPA, the Contractor will be infonned in wri!lng by the Contracting Officer of the proper 
action to be taken in order to effect compliance with such requirements. 

The following computeT security requireTnents apply to both Department of Homeland Security 
(DHS) operations and to the former bnmigration and Naturalization Service operations (FINS). 
These entities are hereafter refeTred to as tbe Department. 
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5.1.7 Information Technology Security Clearal!lce 

When sensitive but unclassified government information is processed on Department 
telecommunications and automated information systems, the Contractor agrees to provide for 
the administrative control of sensitive but unclassified data being processed and to adhere to 
the procedures governing such data as outlined in DHS IT Security Program Publication 
DHS MD 4300.Pub .. Contractor personnel must have favorably adjudicated background 
investigations commensurate with the defined scns[tivity level. 

Contractors who fail to comply with Department security policy arc subject to having their 
access to Department IT systems and facilities terminated, whether or not the failure results in 
criminal prosecution. Any person who improperly discloses sensitive but unclassified 
information is subject to criminal and civil penalties and sanctions under a variety of laws (e.g., 
Privacy Act). 

5.1.8 Information Technology Security Training And Oversight 

All contractor employees using Department automated systems or processing Department 
sensitive but unclassified data will be required to receive Security Awareness Training. This 
training will be provided by the appropriate component agency ofDHS. 

ConiTllctors who are involved with management, use, or operation of any IT systems that handle 
sensitive bul unclassified infonnation within or under the supervision of the Departmenr, shall 
r~eive periodic training atlenst annually in security awareness and accepted security practices 
and systems rules ofbc:havior. Department contractors, with significant security responsibilities, 
shall receive specialized training specific to their security responsibilities annually. The level of 
training shall be commensurate. with the individual's duties and responsibilities and is intended 
to promote a consistent understanding of the principles and concepts of telecommunications and 
IT systems security. 

All personnel who access Department infonnation systems will be continually evaluated while 
performing these duties. Supervisors should be aware of any unusual or inappropriate behavior 
by personnel accessing systems. Arty unauthorized access, sharing of passwords, or other 
questionable security procedures should be reported to the local Security Office or Infonnation 
System Security Officer {ISSO) 

5.1.9 Minimum Computer And Teltcommunications Security Requirements 

5.1.9.1 General 

Due to the sensitive nature of Department information, the Contractor is required to develop and 
maintain a comprehensive computer and telecommunications security (C&TS) program to 
address the integrity, confidentiality, and availability of sensihve but unclassified (SBU) 
infonnarion during collection, storage, transmission, and disposal. The Contractor's s~urity 
program shall adhere to the requirements set forth in the Department's IT Security Program 
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Publications. The Contractor shall establish a working relationship with the Information 
Systems Security Manager (ISSM). 

5.1.9.2 C&TS io the Systems Development Life Cycle (SDLC) 

C&TS activities in the SDLC are outlined jn each current version of the SDLC Manual. The 
Contractor shall assist the appropriate ISSO with development and completion of all security 
related activities contained in the SDLC. These activities include development of the following 
documents: 

• Sensitive System Securily Plan (SSSP): This is the primary reference that describes system 
sensitivity, criticality, security controls, policies, and procedures. 

• Contingency Plan (CP): This plan describes the steps to be taken to ensure that an automated 
system or facility can be recovered from service disruptions in the event of emergencies 
and/or disasters 

• Risk Assessment (RA): This document identifies threats and vulnerabi lities, assesses the 
impacts of the threats, evaluates in-place countermeasures, and identifies additional 
countermeasures necessary to ensure an acceptable level of security 

• Security Test and Evaluation (ST&E): This document evaluates each security control and 
countermeasure to verify operation in the manner intended. Test parameters are established 
based on results of the RA 

• Certifier's Statement The certification phase and statement testifies that the correct and 
effeczive implementation security controls are in place 

5.1 .9.3 Security Assurances 

All statements of work and BPA vehicles shall identify and document the specific security 
requirements for outsourced services and operations that are required by the contractor. 
Outsourced services and operations shall adhere to the Department's security policies. The 
security requirements shall include how the Department's sensitive but unclassified information 
is to be handled and protected at the contractor's site, including any information stored, 
processed, or transmitted using the contractor's computer systems, the background investigation 
and/or clearances required, and the facility security required. At the expiration of the BPA, 
statements of work and BPA vehicles shall require the return of all sensitive but unclassified 
Department information and IT resources provided during the life of the BPA and certification 
that all Department information has been purged from any contractor-owned system used to 
process Department information. Components shall conduct reviews to ensure that the security 
requirements in the BPA are implemented and enforced. 

5.1 .9.4 Data Security 

SBU systems must be protected from unauthorized access, modification, and denial of service. 
The Contractor shall ensure that all aspects of data security requirements (i.e., confidentiality, 
integrity, and availability) are included in the functional requirements and system design, and 
ensure that they meet the minimum requirements as set forth in the most currently approved 
Department publications. These requirements include: 
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• Integrity - The computer systems used for processing SBU must have data integrity controls 
to ensure that data is not modified (intentionally or unintentionally) or repudiated by either 
the sender or the receiver of the info~ation. A risk analysis and vulnerability assessment 
must be perfonned to detennine what type of data integrity controls (e.g., cyclical 
redundancy checks, message authentication codes, security hash functions, and digital 
signatures, etc.) must be used. 

• Confidentiality- Controls must be included to ensure that SBU information collected, stored, 
and transmitted by the system is protected against compromise. A risk analysis and 
vulnerability assessment must be performed to determine if threats to the SBU exist. If it 
exists, data encryption must be used to mitigate such threats. 

Availabilily - Controls must be included to ensure that the system is continuously working and all 
services are fully available within a timefrarne commensurate with the availability needs of the user 
community and the criticality of the information processed. 

6. APPLICABLE DOCUMENTS 

6.1 Policies and Procedures 

Work performed under this BPA shaJI conform to current applicable Federal and DHS policies 
and procedures, security regulations, sysrems protocols, and other procedures and regulations 
listed in the following documents. 

• DHS MD 4300 Pub 
• Freedom of lnfonnation Act (FOIA). Privacy Act (PA). Available at 

http://www. usdo j .gov/foialprivstat.htm 
• HSAR 3015.207-70 
• HSAR 3052.245-70 
• National Archives and Records Administration (NARA) regulations. Available at 

bttp:l/www.archives. gov/ 
• National Industrial Security Program Operating Manual (NJSPOM). Available at 

www.dss.mil/iseclnispom.htm 
• USCIS Office of Records Services Record Operations Handbook. 

6.2 Forms 

• DHS Form 258 
• DHS Form 0700-05 
• DHS Form 11 000-6 
• DHS Form 11000-9 
• Standard Form 85P 

(This section will be removed upon award.) 
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7. INSTRUCTIONS TO OFFERORS 

7.1 Introduction 

This GSA Schedule BPA Request For Quote (RFQ) seeks to obtain imaging and document 
solution support for an A-File digitization initiative. Services for the initial Call shall be 
performed at a contractor facility. The USCIS intends to acquire these services by establishing a 
BPA to a Single Offeror who has a current GSA Contract under Group 36. Offerors proposing 
a teaming arrangement are limited to team members that are on a GSA Schedule as discussed in 
Section 2.1 9. 

7.2 Teaming Relationship 

If two or more Offerors intend to worlc together to meet the solicitation requirements, the quote 
response must cleady identify the type of relationship (i.e., joint venture agreement, 
prime/subcontractor arrangement) of all parties involved. Refer to FAR 9.601, Contractor Team 
Arrangements, for descriptions of the types of agreements. A signed copy of the joint venture or 
prime/subcontractor agreement must be submitted with the solicitation response. If a joint 
venture where two or more contractors for a partnership to act as a prime contractor to furnish a 
total solution, each partner must submit under their own GSA Schedule. 

7.3 Prospective Offerors Questions 

The Offerors may submit any questions in writing by electronic mail or facsimile to the 
Contracting Officer (CO) by 4:00p.m., Eastern Standard Time, no later than July 28,2005. 

Contracting Officer 
Department of Homeland Security 
U.S. Citizenship & Immigration Services 
Field Support Center - Burlington 
70 Kimball A venue 
South Burlington, VT 05403 
Phone: (802) 872-4111 
Fax: (802) 951-6455 
peter.dietrich@dhs.gov 

The responses will be provided to all prospective Offerors, giving due regard to the proper 
protection of proprietary information. In order to receive responses to questions, Offerors shall 
cite the section, paragraph, and page numbers of the passage in question. Statements expressing 
opinions, sentiments, or conjectures are not considered valid inquires or comments and will not 
receive a response. 

7.4 Quote Preparation Costs 

The Government shall not pay any costs incurred by any Offeror in preparation and submission 
of a quote in response to this BP A The CO is the only person who can legally obligate the 
Government for the expenditure of public funds in connection with this procurement. 
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7.5 Quote Rejection 

The Government may reject any quote that does not address the totality of the solicitation 
requirements. including the BPA tenns and conditions. 

7.6 Minimum Acceptance Period 

• The Government requires a minimum acceptance period of90 calendar days for the offer. 

• Offerors may specify a longer acceptance period than the Government's minimum 
requirement. The Offeror shall specify the acceptance period in the quote submission. 

• An offer allowing less than the Government's minimum acceptance period shall be 
rejected. 

7.7 General Quote Preparation Instructions 

This section provides general guidance for preparing quotes as well as specific instructions on 
the format and content of the quote. The Offeror's quote must include all data and information 
requested by this solicitation and must be submitted in accordance with these instructions. Non­
confonnance with the instructions provided in this document may result in an unfavorable quote 
evaluation. 

7.7.1 Quote Cbanaes 

Changes to the quote by the Offerors shall be accomplished using amended page(s). Any 
changes from the original quote shall be indicated through use of a vertical line, placed adjacent 
to the change, within the right side margin ofthe page. The Offerors shall include the date of the 
amendment on the lower right hand footer of the page. Quote amendments shall be allowed only 
prior to the due date for quotes. Quote revisions shall be pennitted only at the CO's request. 

· 7. 7.2 Notification of Non-selection 

Offerors whose quotes are no longer considered for award or whose quotes were not seleeted for 
award will be so notified by the CO. Such notification will state in general terms the basis of 
non-selection. Unsuccessful Offerors may request, in writing. a post-award debriefing. 

7.7.3 Quote Retention 

In accordance with FAR Subpart 4.8. Government Contract Files, the Goverrunent will retain at 
least one copy of each quote. successful or unsuccessful, and the remainder will be destroyed. 
No destruction certificate will be furnished. 

7.7.4 Quote Organization 

The Offeror shall prepare the quote as set forth in the Quote Organization and Page Limits Table 
below. The contents of each quote volume are described in the paragraphs found further in this 
document. The quotes shall be organized in two separate volumes. Volume one will contain the 
technical response for the overall BPA, past perfonnance and the technical response to the initial 
Call. Volume two will contain the Price Quote and includes the BPA pricing basis and initial 
Call Pricing. 
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QUOTE ORGANJZA TION AND PAGE LIMITS 
TITLE PAGE LIMIT 

Volume I - Technical Quote 
BPA Response- Blanket Purchase Agreement Volume I shall not 

- BPA Management Approach exceed 80 pages in length 
- Resumes of Key Personnel [The PMP from Call 

lnitial Call Response 0001 is not included in 
- Performance Approach for the Initial Call 

I the 80 page lirnitJ 
- Past Performance Narrative i 

Volume 11-Price Quote 

I 
No Page Limit 

BP A Master Response -
- Business Inform:~tiou 
- Blanket Purchase Agreement Pricing Basis 
- Discount Table 
- Current Year Discounted Schedule 
- Assumptions and Constraints 

Initial Call Response -
- Initial Call Pricing 
- Supporting Detail for Pricing 

7.7.5 Quote Limitations 

The contents of the volumes shall be within the required page limits specified in the table above. 
Page limitations shall be treated as maximums. If exceeded, the excess pages will not be read or 
considered in the evaluation of the quote. 

• Quotes must be submitted using Microsoft Office 200x including Word (.DOC), Excel 
(.XLS), and PowerPoint (PPT or PPS). Disable macros on all files. 

• Quotes must be legible, single-spaced, computer-printed copy (on one side only). 
• Except for the reproduced sections of the solicitation document, the text font will be 

Times New Roman and text size no less than 12-point proportional. 
• Page size shall be 8.5 by 11.0 inches. 
• Foldouts are not a!lowed. 
• Elaborate brochures or documentation, binding, detailed artwork. or other 

embellishments are not ~Jiowed. 
• Tracking, kerning, and leading values shall not be changed from the default values of the 

word processing or page layout software. 
• Use at least l -inch margins from the page edge to the main text on the top and bottom 

and ~ inch side margins. 
• Tables, charts, graphs, appendices, and attachments may be used wherever practical. 

These pages will be included as part of the page limitation. They should be used to 
illustrate items such as organization structures, systems and layout, implementation 
schedules, or plans. These displays shall be uncomplicated, legible and shall not exceed 
8.5 by 11.0 inches. 
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7.7.6 Other Direct Costs (ODCs) 

The Contractor shall propose anticipated ODCs with appropriate justification and explanation in 
its Technical and Price Quotes of Calls. The price ofODCs shall be included in the price quoted 
in a Finn-Fixed-Price Call. ODCs shall consist ofthe following: 

• Planned Travel for management and oversight of personnel, and for balancing the 
workforce to meet workload surges to include airfare, lodging and meals. 

• Cost of minor expense materials, incidental items or consumables such as supplies and 
postage when essential to BPA performance. 

7.7.7 GSA Schedule 

All Offerors, including teaming partners in Contractor Teaming Arrangements, shall submit a 
copy of their proposed FSS Schedule 36 Pricelist, including all applicable Terms and Conditions 
of their GSA Schedule Contract proposed for use by the Offeror under this solicitation. The 
copy of these sections of the GSA Contract shall include all modifications thereto. Failure to 
submit this will render the Offeror's quote deficient. This copy of the GSA Schedule contract 
and any modifications, if any, must be submitted with the Price Quote. 

7.7.8 Compliance 

Offerors are cautioned to review the RFQ and ensure that the quote submitted fully complies with 
all requirements of the RFQ. Each quote shall clearly demonstrate the Offeror's understanding 
of the overall and specific tectmical requirements of the BPA. The Offeror must provide the 
requested past performance and pricing information. Clarity and completeness of the quote is of 
the utmost importance. The quote must be written in a practical, clear, and concise manner. It 
must use quantitative terms whenever possible and must avoid qualitative adjectives to the 
maximum extent possible. The quote should not simply rephrase or restate the Government's 
requirements, but rather provide convincing rationale to address how the Offeror intends to meet 
these requirements. Simple statements of compliance (i.e., "understood"; "will comply') 
without the detailed description of how compliance will be met may not be considered sufficient 
evidence that the proposed services can technically meet the requirements of this RFQ. Offerors 
shall assume that the Government has no prior knowledge of their facilities and experience, and 
will base its evaluation solely on the information presented in the Offeror's quote. Accordingly, 
any quote in which material information requested is not furnished or where indirect or 
incompJete answers or infonnation are provided may be considered not acceptable or determined 
to be outside the competitive range. 

7.7.9 Quote Receipt 

AU quotes, to include the signed SF 18, must be received by 4:00p.m., Eastern Standard Time, 
on August 12, 2005. No extension of the due date is permitted, unless the CO extends by . 
issuance of an amendment to the solicitation. 

Quotes MUST be sent to the CO via electronic mail to the Contracting Officer at 
peter.dietrich@dhs.gov 
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7.7.10 Cost Information 

All cost information shall be addressed ONLY in the Price Quote. No cost information shall be 
contained in the Technical Quote. 

7.8 Tecbnical Quote 

The Offeror's Technical Quote shall consist of two parts as defined in the below paragraphs. 

Part 1 BPA Master Response shall consist of two sections as follows: 
• BPA Management Approach 
• Resumes of Key Personnel 

Part 2 Initial Call Response shall consist of two sections as foiJows: 
• Performance Approach for the Initial Call 
• Past Performance 

7.8.1 BPA Management Approach 

The Offeror•s quote shall clearly describe its management concept for accomplishing the 
services described in the BPA and the rationale for how the management approach proposed will 
be applied to tasks specified in future Calls. The Project Management Plan shall be provided 
with the initial Call and shall include all requirements described in paragraph 4.2.1 of the initial 
call PWS. 

7.8.2 Performance Approach 

The Offeror's quote shall clearly describe how it intends to provide the required services 
described in Call 0001 and the rationale for how the performance approach proposed will be 
applied to the tasks specified in the PWS. The Offeror shall provide a compliance matrix table 
that maps the tasks identified in Call 0001 in their quote response. 

7.8.3 Past Performance 

The Offeror shall provide a list of references to establish previous relevant experience in 
performance for technical projects similar in size. scope, and complexity to the requirement 
being competed. The Offeror shall cite not less than three (3) but not more than five (5) projects 
performed as a Prime Contractor within the last five (5) years. A minimum of one (1) Federal 
Government project shall be included. To facilitate the evaluation ofthe Offeror's past 
performance, the Offeror shall present the following information: 

• Customer Name and address 
• Contract Nwnber/Contract Title 
• Contract Value 
• Delivery Schedule/Period of Performance 
• Description of the Work Performed 
• Total Number of Users 
• Whether work was performed onsite or offsite 
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• Whether personnel had security clearances and at what level 
• Unique or Complex Characteristics of the Project 
• Customer Point of Contact (Name, Address, Telephone Number and email address) 

for Business Manager and Technical Manager 
• Relevance to USClS Requirement 

7.8.3.1 Past Performance Quationnaire 
A Past Penonnance Questionnaire must be completed by each of the references identified above 
and submitted directly to the CO at the address shown on the Past Performance Questionnaire no 
later thaD tbe close of business oo or before tbe date that quotes are due. Offerors should 
instruct their references to email/fax the completed questionnaires directly to the CO as noted on 

the forms. 

Peter Dietrich 
Department of Homeland Security 
U .S. Citizenship & Immigration Services 
Field Support Center • Burlington 
70Kimball Avenue 
South Burlington, VT 05403 
Phone: (802) 872-4111 
Fax: (802) 951-6455 
peter.dietrich@dhs.gov 

It is the Offeror's responsibility to forward tbe Past Performauce Questionnaires to tbe 
required references and bavt those references complete the questionnaires and emaiVfax 
tbem no later than the due date of the RFQ to the CO. Offerors shall oot submit P:ut 
Performance Quesdoooains with their quotes. 

7.9 Price Quote 

The Offeror's Price Quote shall consist of two parts that contain all information neces.sary to 
allow for a comprehensive evaluation as defined in the below paragraphs. 

Part 1 Basic DPA Response shall consist of five sections as follows: 

• Business Information 
• Blanket Purchase Agreement Pricing Basis 

• Discount Table 
• Initial Year Discounted Schedule 
• Assumptions and Constraints 

Part 2 Initial Call Response shall consist oftwo sections as follows: 

• Initial Call Pricing 
• Supporting Detail for Initial Call Pricing 

7.9.1 Business Information 

The Price Quote shall contain the following information: 
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• Solicitation Nwnber 
• Name and address of Offeror(s) 
• Name and Point of Contact telephone number, fax number and email address 
• Name of Contract Administration Office 
• Date of submission 
• Whether use of Government property will be required in the performance of the contract, 

and if so, what property 
· • Teaming Arrangements and how each teaming partner's GSA Schedule prices are 

incorporated into the total solution to meet the Government requirement 
• Name. title, and signature of authorized representative(s) 
• Copy of the current GSA contact terms and conditions including all modifications for the 

Offeror and for any Team Member. if applicable. 

7.9.2 Blanket Purchase Agreement Pricing Basis 

AIJ proposed prices must be based on the Offeror's and/or a team member's GSA Schedule 
Contract. Only current fully loaded GSA labor rates including any discounts are acceptable. 
The Offeror shall only use those rates, which have been negotiated with GSA and incorporated in 
the GSA Schedule Contract as of the date of quote submission. Composite rates (rates mapped 
to a given labor category in this RFQ consisting of a combination of two or more labor 
categories) are not permitted. 

7.9.3 BPA Discount Table 

This procurement action is being competed to establish a blanket purchase agreement under the 
multiple award schedule contracts issued to vendors by the General Services Administration. 
You must cite the GSA Schedule Contract Number on which your price quote is based. It is 
important that you submit your best discounted rates in response to this request. Labor rates 
submitted are to be fully burdened. 

Vendors shall submit a percentage discount from their current GSA Schedule rates covering the 
base period of performance and each additional period. The discounts offered shall be 
expressed as a percentage reduction of the schedule rates for each CLIN in the GSA Schedule. 
The discounts offered do not prevent the Goverrunent from seeking additional price reductions 
pursuant to FAR 8.404(b)(5). 

BPA Discount Table 
Period of Performance Discount% 

Base Year- Award- for twelve months 
Additional Period 1- Year 2 for twelve months 
Additional Period 2- Year 3 for twelve months 
Additional Period 3- Year 4 for twelve months 
Additional Period 4- Year 5 for twelve months 

Note: If discounts are conditional on a given dollar volume or other condition, this must be 
stated clearly. 
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Vendors shall apply the di~ounted rates in a price quote for performance of the requirements 
identified in the Agency's proposed initial BPA Call. 

7.9.4 I nitial Year Discounted Pricing Schedule 

The Offeror shall submit a Pricing Schedule that shows all the labor categories, labor rates, 
di~unts, that are proposed for fulfillment of the BPA. Offerors shall not adjust the table file 
formats, except as required for fonnatting such as column widths, row heights, and adding 
columns and rows to accommodate data. The location of individual cells must not be adjusted. 
As appropriate, separate rates may be quoted for worlc perfonncd on Government Sites and 
Contractor Sites. 

Note: A pricing ~hedule based on the percentage di~ount table shall be added to the BPA 
through a modification action in each of the four additional periods upon receipt of notification 
by the Contractor of revised GSA Schedule rates for that period. The percentage discount 
identified in the BPA Discount TabJe may not be reduced any time during the life of the SPA. 

1.95 Labor C ategories 

The Offeror shall submit a copy of all GSA Schedu le position descriptions that are proposed for 
thisBPA. 

7.9.6 Assumptions and Coa stralo ts 

This section of the Offeror's quote is designed to provide a comprehensive narrative 
discussion/explanation of all of the assumptions and constraints used in developing the quote. A 
complete explanation of all proposed costs shall be provided. This section shall also be used to 
provide (if necessary) any additional information. 

7.9.7 IDitlal C all P ricing 

The PWS for the initial Call is attached to the BPA. Section 12 of the Call PWS contains 
submission requirements. 

The Offeror shall submit a Call Pricing Schedule that shows all the Pricing proposed for 
fulfillment of the Initial Call in accordance with the CLJN structure and supporting Detail for 
Initial Call Pricing 

The Offeror shall provide a work breakdown for the Initial Call with a complete breakout of the 
costs, including labor categories, labor hours, discounted rates, planned travel, and a detailed 
explanation/justification sufficient for a comprehensive evaluation. A cross-reference to the 
labor categories in the Discounted Pricing Schedule shall be provided that maps categories to the 
requirements of the Initial CaU. The Government will use this information in evaluating whether 
appropriate resources and skills are proposed for the work described in the Initial Call. 
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8. EVALUATION CRJTER1A 

The Offeror's quote will be evaluated on the degree ofrelevance to the requirements of the RFQ. 
Evaluation will be based solely on the content of the quotes, the resumes, and any other written 
aspects of the quotes. No assumptions will be made that an Offeror's performance will include 
areas not specified in the quote. 

8.1 Basis for award 

The award will be ntade based on the Best Value to the Government. The Government will 
make a selection and award a BP A to a single Offeror in accordance with the guidelines provided 
by FAR and the GSA Schedule for Best· ValuefTrade-Off award. A "Best Value" award means 
that the BPA will be given to the responsible Offeror whose quote, conforming to the 
solicitation, results in the most advantageous integration of management approach, perfonnance 
approach, past performance, and price factors. Ratings between competing quotes will be 
analyzed to determine what the difference may mean in terms of performance, and what it will 
cost the Government to take advantage of it. As such, the Government may reject any or all 
offers if such action is in the best interest of the Government. and the Government may accept an 
offer that is not the lowest price. A BPA will be awarded to a Single Offeror whose quote bas 
been determined to offer the "Best Value" to the Government. 

8.Z Discussions 

The Government intends to make an award without discussions with Offerors (except 
communications conducted for the purpose of clarification). Consequently, each offer should be 
submitted on the most favorable tenns that the offering firm is able to submit to the Government. 
The Government reserves the right to conduct d·iscussions if they are later determined by the CO 
to be necessary. 

8.3 Non-Agency & Contractor Evaluation Support 

The Government may include personnel from other Government agencies and/or Contractor 
personnel to support the Government's evaluation of quotes. Those personnel will have access to 
information contained in the Offeror's quotes and will be subject to the appropriate conflict of 
interest, standards of conduct, and confidentiality restrictions. Non-Government pcrsoMel are 
advisors only and are not voting members of evaluation panels. 

8.4 Evaluation Factors ADd Methodology 

The BP A Management Approach, Resumes of Key Personnel. Performance Approach for the 
Initial Call, and Past Performance are of equal importance and are individually more important 
than price. When combined, they are significantly more important than Price. The Special 
Preference Factors identified in paragraph 8.5.5 may result in added weight to an Offeror's 
technical score. 

The award will be made based on the Best Value to the Government. Comparing the differences 
in the value of the non-pricing factors with the differences io the prices proposed will make the 
determination of"Best Value." In making this comparison, the Government is more concerned 
with obtaining superior technical performance than in lowest overall price. However, the 
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Goverrunent will not make an award at a significantly higher overall price to the Government to 
achieve only a slightly superior technical performance. Overall price to the Government may 
take on more significance as quotes are judged or determined to be more equal based on the 
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DEPARTMENT OF HOMELAND SECURITY (DHS) UNITED STATES CITIZENSHIP 
AND IMMIGRATION SERVICES (USCIS), OFFICE OF RECORDS SERVICES (0~), 
INTEGRATED DJGITIZATION DOCUMENT MANAGEMENT PROGRAM (IDDMP) 
ALIEN-FILE DIGITIZED ENTERPRISE SOLUTION 
REQUEST FOR QUOTE (RFQ) - CALL 1 

1. BACKGROUND 

The Department of Homeland Security (DHS), U.S. Citizenship and Inunigration Services 
(USCIS), Office ofRecords Services (ORS) has requirements for a Contractor to support USCIS 
Records Management in providing electronic access to all AHen-File (A-File) data that resides 
within the different US CIS offices for national security reasons. These files may include but are 
not limited to alien registration, I-485 fonns, certificate files, master index files, flex-o-line files, 
and historical files. The digitization of files will expand to all file types as the processes and 
technologies are more fully defined. 

To consolidate the digitization initiative, files will need to be physically transported from one 
location to another, disassembled and prepared for scanning, and stored in a secure fonnat to be 
accessible by USCIS. Additionally, the contractor shall maintain and operate a local facility for 
use where the indexing and processing shall be performed in accordance with the requirements 
identified in this Call. 

Over &4 million A-Files are distributed among the National Records Center {NRC), 
Harrisonburg File Storage Facility (FSF), the five Service Centers, the National Archives and 
Records Administration (NARA), and File Control Offices (FCOs) and Case Control Offices 
(CCOs) worldwide. The existing A-files (22 million at the NRC, 15 million at the Service . 
Centers, 20 million at the NARA's Federal Records Centers, 20 million at FSF, and 7 million at 
the various FCOs and CCOs) are bar-coded and tracked by Alien-number. The average folder 
may contain individual documents from one to ten pages; however, some folders may contain 
100 pages or more. Additionally, some of these documents may include film, tissue or other 
document medium and as weU as being very old and require sensitive handling. When DHS 
personnel require information from an A-File that is not physically located in their office, they 
must query the National File Tracking System (NFTS), Receipt and Alien File Accountability 
and Control System (RAF ACS) or the Central Index System (CIS) for the location of the file, 
and request personnel at that location to physically mai l either the A-Fi le or a copy of it. 

This project will involve different areas specifically in regards to Records Management. This call 
will require the Contractor to provide the following services (as specified in Section 4 below): 

l) Maintain a "contractor owned-contractor operated" facility in accordance with NARA . 
Facility Standards for Records Storage Facilities including administrative services, mail 
operations, shipping and receiving, and Government space for BPA administration and 
quality assurance; 

2) Arrange a delivery system for the A-Files to be transferred between the facility and the 
NRC or other Government facilities (as required)~ 
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3) Scan and index Government identified paper A-Files and related documents into a 

digitized format; 
4) Provide and maintain a temporary file storage solution to include digitized files format 

approved by the Government that will be accessible to the applicable USCIS customers. 

This Call includes the scanning, indexing, optical character reading, format conversion, quality 
control, management of records and documents, the management of customer case data, and 
staging temporary file storage. The vision ofDigitization is to develop person-centric records 
and data management capabilities. Figure/. ORS Scanning/Facility Operations, illustrates a 
visional scenario ofthe digitization process. 
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2. SCOPE 
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Figure 1. ORS Scanning/Facility Operations 
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The scope of Call l covers all activities related to the establishment of a Contractor operated 
facility that will specialize in the management Q[records which will include the following A-File 

serv1ces: 
• Records management 
• Shipping and receiving 
• Scanning and digitization 

• Records control 
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• Facilities operations 
• Temporary file storage solution 

In accordance with the blanket purchase agreement (BPA) for US CIS Office of Records Services 
(ORS)! Integrated Digitization Document Management Program (IDDMP), the requirements 
identified below are specific to Call 1. The contractor shall perform the Call requirements in 
accordance with applicable DHSIUSCIS standards, schedules, deadlines, and other regulations 
and guidance provided in this performance work statement (PWS) and by the USCIS. Call 1 is a 
firm-fixed price call. 

3. ACRONYMS 

Call Attachment A 1 provides a table that identifies IDDMP related acronyms. 

4. SPECIFIC TASKING 
The tasking identified below is specific to this Call and is based on the IDDMP requirements· 
identified in the BP A. All information concerning the IDDMP operating environment and 
workload statistics contained in the BPA are applicable to this Call unless otherwise noted. The 
Contractor shall comply with applicable NARA standards related to maintaining and operating a 
records facility, and shipping, receiving and control of archival records. 

4.1 Records Management 

The Contractor shall provide comprehensive capability to solve the complex challenges posed by 
the movement, manipulation, archiving, secuiity, and management of records. The contractor 
shall provide professional management and administrative support to perform effective records 
management services for privacy act sensitive but unclassified records. In the event that 
classified documents are encountered during the digitization process the contractor shall not scan 
these documents and shall immediately refer them to the Government representative in 
accordance with procedures in the Records Operations Handbook (ROH) as found in Attachment 
2. 

These services include the use of and/or operating contractor provided equipment to maintain 
and organize tracking of files, storage of files, information and documents indexing, scanning, 
labeling, bar-coding and filing. The contractor shall work with the ORS program and the OCIO 
in developing the functional requirements for the Records Management initiative. Not only must 
the Government approve all functional requirements, but the Government also owns all data and 
such data cannot be distributed or used by the Contractor for any purpose. 

4.1.1 Facility Operations 

The Contractor shall provide, maintain, and operate a facility in accordance with the facilities 
ROH. The contractor shall provide the facility for housing shipping, receiving and handling of 
transported paper, storage for maintaining data repository; mail functionality, and maintaining 
the basic essentials for personnel operations. This task includes, but is not limited to the 
administrative services for the disassembling and reassembling of files for scanning. The ROH 
is a Jiving document subject to updates and is used as a resource for facility operations Standard 
Operating Procedures (SOP). 
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The Contractor shall provide a solution to scan and index A-file records. The Contractor also 
shall implement the solution for the scanning, indexing and migrating the data into a temporary 
storage repository. There are approximately 84 million A-file folders containing various 
documents. The average folder may contain individual documents from one to ten pages; 
however, some folders may contain 100 pages or more documents. Figure 4, provides a 
conceptual workflow that the Contractor shall build and manage. A text description of the 
workflow is summarized following Figure 4. The Contractor shaJI provide a refined Concept of 
Operation representing the operation of this facility. and where new technology is applicable 
provjde any proposed solution to Goverrunent for approval of operations to meet the scope of 
this Call. 

•------- USCIS Oversight and Controf -------• 

i!!! Receive 
Files I 

Documents 

~ Ship Paper l!m Post Process 
Documents f-- Paper 

To NRC Documents 

~Prepare ~ Scan ~ Convert ~ Index (_ ~ ~ Quality 
Oocumef!ts for ...- Documents r- Images Into '- Documents ,--.. Review 

scann10g Desired Format 

I~= I 
:----t%crs---1 
: ORSIOCIO ! 
: Process : '----------___ , 

~ Store 
Documents in 
Staging Server 

I . • 

l ~MiWiaQe ~Manage 
: Document & t-- Customer and • 
: Records Case Data ! 
' ' ' ' ------------------------------------· 

Figure 4. Contractors Operation/USCIS Oversight and Control Concept 

4.1.2 Shipping and Receiving (1 1 and 19) 

The Contractor shall provide for the shipping, receiving and handling of transported paper and or 
electronic documents for the digitization processing. This includes the transportation of files, 
receiving mail and tracking of all documents. The contractor-shipping requirements may require 
24 trips per year, with a shipping weight of approximately 40,000 pounds. The Government 
estimates Call 0001 volume to be two 
shipments monthly each shipm~nt comprised of approximately 43,000 A-Files. These files are 

packaged in boxes with 24 boxes per pallet and 24 pallets per shipment Shipments in excess of 
this estimate will be eligible for an equitable adjustment. 

4.1.2.1 Pre- and post- processing of paper documents (12 and 18) 
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The Contractor shall prepare paper documents prior to scanning. The preparation includes, but 
not limited to: 

• Remove clips, tags, and staples 
• . Arrange documents in sequence for scanning 
• Identify missing/damaged pages and anomalies (e.g., foldouts, tom pages, incorrect 

pagination, etc.) 
• lf required, stabilize damaged pages through use of a means such as a clear sleeve 
• Insert separation sheets to identify individual documents within the A-File. 

Upon the successful quality review of the scanned documents, the Contractor shall prepare paper 
documents to ship the documents to the National Record Center or other Government site as 
detennined by the Government. The post preparation work includes, but not limited to: 

• Remove separation sheets used in scanrung 
• Reassemble A-File in original order 

4.1.3 Scanning Documents (13) 

The Contractor shall provide a solution to scan and index A-file records. The Contractor also 
shall implement the solution for the scanning, indexing, and migrating the data into a temporary 
storage repository (i.e. staging server). The Contractor will use the existing NARA Standard, 
"Transferred Requirements for Scanned Images of Textual Records- Image File Fonnat 
standards and Image Quality Specifications." This standard addresses the following: 

• Resolution 
• Bit depth (1-, 8-, and 24-bit) 

• Enhancements 
• Image format 

The Contractor shall utilize scanners that are highly reputable in tenus of reliability and can meet 
the required capacity requirements as set within this Call. The Contractor shall maintain a high 
level of quality control to ensure that each page is fully rendered, properly aligned and ordered, 
free of distortions, and named to reflect the correct sequence of the original volume. The 
Contractor shall also record quality review data in format and medium identified by the 
Government (e.g., printed inspection worksheet, shared online database, etc.) for each volume. 
The Contractor shal! guarantee image quality that meets the Government's specifications, 
including the correction of unacceptable images with no additional charge to the Government. 

4.1.4 Converting Images to Desired Format (14) 

The Contractor shall be required to convert scanned images into PDF format. The PDF format 
standard should be consistent with the DHS enterprise architecture technical standards and 
Acrobat Reader 6.0 or higher should be supported. PDF'ed documents wHI allow the 
Government to search converted text and images to achieve its expanded capabilities to search 
and mine expansive customer records, data, and associated supporting material in addition to the 
searching capability based on the index/metadata. 
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The Government believes that the PDF format containing converted text and images will be ro()St 
valuable for its end users who are adjudicators, records technicians, and enforcement agents. 
The Government targets the future digitized or 3~'~~-party e-tile medium in XML supported PDF 
format. Currently, the DHS XML technical standard is XML 1.1 . 

4.1.5 Indexing Documents (IS} 

The Contractor shall create metadata to structure, locate, and retrieve digital images by 
coordinating with the Government. The scanned files shall contain but not limited to the basic 
indexing fields listed below. 

• Alien Number 
• Lastname 
• FirstName 
• Middle Initial 
• Date of Birth 
• Country of Birth 
• Sex 
• Date of Entry 
• Port of Entry 

Additionally, the Contractor shall meet the mctadata requirement specified in the DOD 5015.2· 
SID v2.0 "Design Criteria Standard for Electronic Records Management Software 
Applications." This standard is a NARA endorsed standards. 

To improve the future searching capabilities, the Government plans to create a comprehensive 
taxonomy that supports the metadata structure. The Contractor shall aid the Government effort 
to create such metadata and shall incorporate the metadata structure in its system. A future 
enhancement could include the capturing of metadata from a standard fom1 in an automated 
fashion. 

4.1.6 Quality Control (16) 

The Contractor shall develop a Quality Control Plan (QCP) for the Records Management 
operations. The QCP is part of the Project Management Plan (PM) submitted by the contractor 
described in section 4.2.1 Project ManagemenJ Plan (PM) of this Call. The Contractor's 
Management Team shall maintain QCP over BPA activities in accordance with the PMP. The 
Contractor shall not implement the QCP until the Authorized Government Representative 
specified in each Call reviews the QCP and the COTR approves it in writing. The Government 
will review and approve changes submitted against the QCP. 

4.1.6.1 Quality Review 

The Contractor shall perform image quality review during and after scanning. Any applicable 
industry standards such as ANSIIISO for Quality Control of Image Scanners should be used. 
The Contractor shall: 
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• Follow the method, level, and extent of quality review required by the Government 
(e.g., 100% review on-screen or of printed version) - the requirements to be 
determined by the Governmtmt 

• Maintain a high level of quality control to en~ure that each page is fully rendered, 
properly aligned and ordered, free of distortions, and named to reflect the correct 
sequence of the original volume 

• Record quality review data in fonnat and mcdjum identified by t.he Government (e.g., 
printed inspection worksheet, shared online database, etc.) for each volume 

• Guarantee image quality that meets the Government's specifications, including the 
correction of unacceptable images with no additional charge to the Government 

• Print paper copies of digital images for quality control, facsimile production, and text 
conversion 

• Follow the Government requirements for evaluation of image quality in printed 
copies 

• Provide prints on demand to the Government. 

Additionally, the Contractor shall perform quality review ofmetadata: 

• Follow the method, level, and extent of quality review required by the Government 
(e.g., 100% accuracy in entering file header information, 100% inspection of the file 
names vs. inspection based on sampling), and usc software and customized scripts to 
run automated quality check 

• Record the quality review data in format and medium identified by the institution 
(e.g., print inspection worlcsheet, shared online database, etc.). 

4.1.7 StoriDg, Staging, Maiotainiag and Web Access Sc:ao Files via Temporary Server 
Storage (17) 

The Conttactor shall maintain a staging server whae all digitized images, documents, and/or 
data (both scanned images aod PDF files) including metadata will be stored. This staging server 
will be a temporary storage that shall be sized to hold at minimum an approximate volume of 
digitized medium that would be gr;nerated for a continuous operation of a four-month period. 
The architecture and design of the storage solution should be adhered to the DHS Enterprise 
Architecture Technical Reference Model System Development Life Cycle (SDLC) technical 
standards. See section 4.4.1 SDLC Documentation 

This repository is temporary until the USCIS data repository is operational, at which time all 
data, will be migrated to the new USCIS repository. Subsequently, the digitized data and files 
will be loaded into the USCIS data repository on a daily basis as a batch. The Contractor may be 
required to assist the Government in preparation and execution of Data Migration Plan from 
temporary data storage to the USC IS OC!O data repository, as necessary. 

The Contractor shall meet with the USC IS Project Manager and 000 office before a temporary 
storage repository is provided to ensure tht repository meets all Government approval standards. 
The cuJTent standa.rds for the document management system is Documentum. The data storage 
can be accommodated by various storage solutions including RAID, NAS. and SAN. Whichever 
option the Contractor chooses, the Contractor shall work with the U~ClS OCIO to ensure that 
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t.he temporary storage solution meets the USCJS OCIO requirements incl.uding the sizing of the 
WAN, interface data management, control specifications, architecture, standards, scalability, 
flexibility, availability, etc. 

The Contractor shall also provide the following in regards to the temporary storage data 
repository: 

• Ongoing monitoring of lDDMP execution and performance of data 
• Performing routine system backups 
• Providing failure recovery activities 
• Ensure data integrity 
• Providing access to digitized images and data for viewing by onsite Government 

quality assurance personnel. 

4.1.8 Access to Contractor Facility 

The contractor shall ensure that access to the BPA or facility is restricted to personnel cleared 
through the Government's security process. The local Government representative will have sole 
authority to determine when, and under what conditions, exceptions to the above restriction may 
be authorized. 

4.2 PROJECT MANAGEMENT SUPPORT 

The Contractor shall manage this Call in accordance with PMP established for the BP A. The 
Contractor shall provide centralized administration of this Call in the fonn of a project 
management team. The Contractor shall provide an individuaJ to serve as a single Point-of­
Contact (POC) for the COTR on all matters relating to this Call. This individual shall direct 
Contractor performance in a manner consistent with USCIS senior management directives, 
including compliance with applicable USCIS policy and procedures. This individual shall attend 
status meetings and assist in preparing status reports and presentations to users senior 
management. The Contractor's Management Team shall perform continuous process 
improvement over all aspects of the BPA tasks, e.g., perfonn analyses of cost, labor, and time 
estimates for .IDDMP (hardware and software) changes. 

4.2.1 Project Maoagemeot Plan (PMP) 

The Contractor shall develop a Project Management Plan (PMP), approved by the COTR to 
manage all tasks. The PMP shall explain how the Contractor will balance resources to fully 
support DHS requirements if there is an unusual workload surge. The Contractor shall be 
prepared to submit updates to the PMP when required by an individual Call. 

Attacluneot A.2, Project Management Plans. provides detailed language of how the Contractor 
will address, at a minimum, the following topics: 

• Project Organization and Communications Plan 
• Security Plan 
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• Quality Control Plan 
• Quality Improvement Plan 
• Emergency Plan 
• Reporting Notices and Invoices Plan 
• Transition Plan 
• Personnel Plan 
• Training Plan 
• Daily Operations Plan 
• Backlog Avoidance/Reduction Plan 
• Earned Value Management System (EVMS) 

4.2.2 PMP Updates 

The Govenunent or the Contractor may initiate a PMP update. When a change to the PMP is 
required, the Contractor shall prepare dated change pages detailing the change, for approvaJ by 
the COTR. Change pages shaJl be submitted not later than 30 business days following direction 
of the COTR. The Contractor shall include with each change page a brief summary of the 
background and circumstances leading to the change described. 

4.2.3 EVMS 

Earned value management is a tool that allows both Government and Contractor program 
managers to have visibility into cost, and schedule progress on their BPAs. The PMP shall 
describe how this concept will be used in this Call as a management tool. 

4.3 PHASE IN TRANSITION 

A phase-in period of up to 90 calendar days will be provided for the initial CaH to staff up 
personnel and to coordinate with the Government in regards to Government policies and 
operating procedures. Full BPA performance will commence upon a CO's written notice to 
proceed after all phase-in requirements have been accomplished, e.g., security clearance, 
training, etc. 

4.3.1 Training in DHS-Specific Procedures, Policies and Systems 

Following the Call award. the Government will provide approximately 20 hours of initial 
training to Contractor's Management personnel on the procedures, standards, automated systems, 
and documents associated with the required services where applicable. It is the intent of the 
Government that Contractor assumes the responsibility for this training following the phase-in 
period. All training shaH be in accordance with any applicable DHS standards and guidelines. 

Reimbursement may be requested for additional training when the Govenunent mandates such 
training. The Government will not reimburse the Contractor for training directly related to any 
skills that an individual should already possess as key competencies of the Contractor's labor 
categories. It shall be the Contractor's sole responsibility, at the Contractor's own expense, to 
maintain well-trained and professionally competent staff. 
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The Government will continue to provide guidance and additional instruction to key personnel as 
necessary. 

The logistics and scheduling of the Govcnunent training will be addressed during the IDDMP 
Kick-Off Meeting. 

4.3.2 Contractor Training 

After the transition phase, the initially trained Contractor personnel shall provide subsequent 
training to all other Contractor personnel assigned to the IDDMP. Training shall be sufficient to 
ensure that Contractor personnel understand and apply the new procedures and the performance 
standards to their assigned tasks as directec) by the Government. At all times, .the Contractor 
shall ensure that any Contractor employee assigned to the IDDMP is fully trained to assume the 
duties and responsibilities of more than one operational function under the IDDMP. 

4.3.3 Identification and Resolution Of Worklo11d Problems 

The Contractor shall be responsible for identifying backlogs, special woricload factors, deficient 
performance, and for implementing corrective action. When such actions risk temporary 
reduction in the Contractor's ability to meet minimum acceptable performance criteria, require 
deviation from accepted practice, or require additional Government resources, the Contractor 
shall request and obtain written Government approval from the CO prior to initiating these 
actions. 

4.4 DOCUMENTATION 

The Contractor shall keep current and accurate documentation. The Contractor slu.U provide a 
centralized, standardized documentation system for control, distribution, filing, and suspense of 
alllDDMP documents and correspondence. 

4.4.1 SDLC Documentatioo 

The Contractor shall update and maintain all applicable documentation in accordance wilh the 
most current DHSIUSCIS SDLC guidelines. A current version of the USCIS/ICE SDLC is 
found in Attachment, DHSIUSCIS ICEISDLC v6.0. This version should be used as a reference 
and is subject to change at time of award. An updated copy of the SDLC will be provided to the 
Contractor at the Kick-Off Award meeting if necessary. 

5. KICK-OFF MEETING 
The Contractor shlll attend a Kick-Off meeting at USC IS HQ, Washington. D.C., following Call 
award. The meeting· will be conducted at a mutually agreed time. The purpose of the meeting 
will be to identify primary points of contact, discuss scope, tasks, Government-Furnished 
Property (GFP), Contractor-Furnished Property {CFP), and ensure an understanding of the 
technical approach. The Contractor shall submit minutes of the meeting, broken into sections 
with each section covering applicable field site items. Minutes shall be submitted to the COTR 
within 5 business days of the meeting. 
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6. CONTRACTOR FURNISHED PROPERTY (CFP) 

The Contractor facility shall include all records storage and processing equipment, shelving and 
employee workspace with desks and othc:r office furniture in addition to furnish computer 
resources, stationary, telephones, computer terminals including scanning equipment, custodial 
services and equipment maintenance, access to mail processing and document reproduction 
equipment, and security containers for sensitive material. The Contractor shall provide all 
essential office supplies necessary for production-related work to meet the requirements of the 
BP A. The Contractor shall furnish workspace and resources for Government employees 
working in Contractor facilities. The workspace requirement includes providing approximately 
800 square feet of space for the Government's onsite BPA administration and quality assurance 
staff. 
6.1 Contr-actor Furnished Information 

The Contractor shall provide the Government with applicable security mformation for all 
employees assigned to this Call. The Contractor shall also furnisb a supplement to the BPA 
Project Management Plan (PMP), including supplements to the Quality Control Plan (QCP) and 
Earned Value Management System (EVMS) requirements, i1S necessary to reflect management 
of this Call. 

7. SECURITY REQUIREMENTS 
These Security requirements are applicable to each Call awarded under this SPA. Any deviation 
from this BPA Security Requirements section shall be specified in each BPA Call. 

7.1 General 

The Department of Homeland Security (DHS) has determined that performance of this BPA 
requires that the Contractor, subContractor(s}, vendor(s), etc. (herein known as Contractor), 
requires access to sensitive but unclassified DHS information, and that the Contractor will adhere 
to the following. 

7.2 Soitabilily Detennlnatio11 

DHS shall have and exercise full control over granting, denying. withholding or terminating 
unescorted Access to the facility and/or sensitive but unclassified Government information 
access for Contractor employees, based upon the results of a background investigation. DHS 
may, as it deems appropriate, authorize and make a favorable entry on duty (EOD) decision 
based on preliminary security checks. The favorable EOD decision would allow the employees 
to commence wor.k temporarily prior to the completion of the full investigation. The granting of 
a favorable EOD decision shall not be considered as assurance tbat a full employment suitability 
authorization will follow as a result thereof. The granting of a favorable EOD decision or a full 
employment suitabili ty determination shall in no way prevent, preclude, or bar the withdrawal or 
termination of any such access by DHS, at any time during the term of the BPA. No employee 
of the Contractor shall be allowed unescorted access to a The facility without a favorable EOD 
decision or suitability determination by the Security Office. BPA employees assigned to the 
BPA not needing access to sensitive but unclassified DHS information or recurring access to 
DHS' facilities will not be subject to security suitability screening. 
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7.3 Background Investigations 

BPA employees (to include applicants, temporaries, part-time and replacement employees) under 
the BPA, needing access to sensitive but unclassified information, shall undergo a position 
sensitivity analysis based on the duties, outlined in the Position Designation Determination 
(POD) for Contractor Personnel, each individual wjll perform on the BPA. The results of the 
position sensitivity analysis shall identify the appropriate background investigation to be 
conducted. All background investigations will be processed through the Security Office. 
Prospective Contractor employees shall submit the following completed forms to the Security 
Office through the COTR no Jess than 30 days before the starting date of the BPA or 30 days 
prior to entry on duty of any employees, whether a replacement, addition, subContractor 
employee, or vendor: 

l . Standard Form 85P, "QuestioJUJaire for Public Trust Positions" 

2. DHS Form 11000-6, "Conditional Access to Sensitive But Unclassified 
Information Non-Disclosure Agreement" 

3. FD Form 258, "Fingerprint Card'' (2 copies) 

4. Foreign National Relatives or Associates Statement 

5. Form DRS-I 1000-9, "Disclosure and Authorization Pertaining to Consumer 
Reports Pursuant to the Fair Credit Reponing Act" 

6. Position Designation Detennination for BP A Personnel Form 

Required forms will be provided by DHS at the time of award of the BPA. Only complete 
packages will be accepted by the Security Office. Specific instructions on submission of 
packages will be provided upon award of the BPA. 

Be advised that unless an applicant requiring access to sensitive but unclassified information has 
resided in the US for three of the past five years, the Government may not be able to complete a 
satisfactory background investigation. In such cases. DHS retains the right to deem an applicant 
as ineligible due to insufficient background information. 

The use of Non-U.S. citizens, including Lawful Permanent Residents (LPRs), is not permitted in 
the performance of this BP A for any position that involves access to or development of any DHS 
IT system. DHS will consider only U.S. Citizens and LPRs for employment on this BPA. DHS 
will not approve LPRs for employment on this BP A in any position that requires the LPR to 
access or assist in the development, operation, management or maintenance ofDHS IT systems. 
By signing this BPA, the Contractor agrees to this restriction. In those instances where other 
non-IT requirements contained in the BPA can be met by using LPRs, those requirements shall 
be clearly described . 

7.4 Continued Eligibility 
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If a prospective employee is found to be ineligible for access to Government facilities or 
information, the COTR will advise the Contractor that the employee shall not continue to work 
or to be assigned to work under the BP A. 

The Security Office may require drug screening for probable cause at any time and/ or when the 
Contractor independently identifies, circumstances where probable cause exists. 

DHS reserves the right and prerogative to deny and/ or restrict the facility and information access 
of any Contractor employee whose actions are in conflict with the standards of conduct, 5 CFR 
2635 and 5 CFR 3801, or whom DHS determines to present a risk of compromising sensitive but 
unclassified Government information to which he or she would have access under this BPA. 

The Contractor will report any adverse information coming to their attention concerning BPA 
employees under the BPA to DHS' Security Office. The subsequent tennination of employment 
of an employee does not obviate the requirement to submit this report. The report shall include 
the employees' name and social security number, along with th~ adverse information being 
reported . 

The Security Office must be notified of all terminations/ resignations within five days of 
occurrence. The Contractor will return any expired DHS issued identification cards and building 
passes, or those of terminated employees to the COTR. If an identification card or building pass 
is not available to be returned, a report must be submitted to the COTR, referencing the pass or 
card number, name of individual to whom issued, the last known location and disposition of the 
pass or card. 

7.5 Employment Eligibility 

The Contractor must agree that each employee working on this BPA will have a Social Security 
Card issued and approved by the Social Security Administration. The Contractor shall be 
responsible to the Govenunent for acts and omissions of his own employees and for any 
SubContractor(s) and their employees to include fmancial responsibility for all damage or injury 
to persons or property resulting from the acts or omissions of the Contractor's employees. 

Subject to existing law, regulations and/ or other provisions of this BPA, illegal or 
undocumented aliens will not be employed by the Contractor, or with this BPA. The Contractor 
will ensure that this provision is expressly incorporated into any and all SubBPAs or subordinate 
agreements issued in support of this BP A. 

7.6 Security Management 

The Contractor shall appoint a senior official to act as the Corporate Security Officer. The 
individual wiJI interface with the Security Office through the COTR on all security matters, to 
include physical, personnel, and protection of all Govenunent information and data accessed by 
the Contractor. 

The COTR and the Security Office shall have the right to inspect the procedures, methods, and 
facilities utilized by the Contractor in comp~ying with the security requirements under this BPA. 
Should the COTR determine that the Contractor is not complying with the security requirements 
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of this BPA, the Contractor will be infonned in writing by the BPAing Officer of the proper 
action to be taken in order to effect compliance with such requirements. 

The following computer security requirements apply to both Department of Homeland Security 
(DHS) operations and to the former Immigration and Naturalization Service operations {FINS). 
These entities are hereafter referred to as the Department. 

1.1 Information Technology Security Clearance 

When sensitive but unclassified Government information is processed on Department 
telecommuni~ations and automated infonnation systems, the Contractor agrees to provide for 
the administrative control of sensitive but unclassified data being processed and to adhere to 
the procedures governing such data as outlined in DHS IT Security Program Publication 
DHS MD 4300.Pub.. Contractor personnel must have favorably adjudicated background 
investigations commensurate with the defined sensitivity level. · 

Contractors who fail to comply with Department security policy are subject to having their 
access to Department IT systems and facilities terminated, whether or not the failure results in 
criminal prosecution. Any person who improperly discloses sensitive but unclassified 
infonnation is subject to criminal and civil penalties and sanctions under a variety of laws (e.g., 
Privacy Act). 

7.8 Information Technology Security Training And Oversight 

All Contractor employees using Department automated systems or processing Department 
sensitive but unclassified data will be required to receive Security Awareness Training. This 
training will be provided by the appropriate component agency ofDHS. 

Contractors who are involved with management, use, or operation of any IT systems that handle 
sensjtive but unclassified information within or under the supervision of the Department, shall 
receive periodic training at least annually in security awareness and accepted security practices 
and systems rules of behavior. Department Contractors, with significant security responsibilities, 
shall receive specialized training specific to their security responsibilities annually. The level of 
training shall be commensurate with the individual's duties and responsibilities and is intended 
to promote a consistent understanding of the principles and concepts of telecommunications and 
IT systems security. 

All personnel who access Department information systems will be continually evaluated while 
performing these duties. Supervisors should be aware of any unusual or inappropriate behavior 
by personnel accessing systems. Any unauthorized access, sharing of passwords, or other 
questionable security procedures should be reported to the local Security Office or Information 
System Security Officer (JSSO) 

7.9 Minimum Computer And Telecommunications Security Requirements 
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7.9.1 General 

Due to the sensitive nature of Department information, the Contractor is required to develop and 
maintain a comprehensive computer and telecommunications security (C&TS) program to 
address the integrity, confidentiality, and availability of sensitive but unclassified (SBU) 
information during collection, storage, transmission, and disposal. The Contractor's security 
program shall adhere to the requirements set forth in the Department's n Security Program 
Publications. The Contractor shall establish a working relationship with the Information 
Systems Security Manager (!SSM). 

The Contractor shall conform with the DHS Information Security requirements set 
forth in DHS 4300 and comply with the DHS implementation of Federal Information 
System Management Act (FISMA). 

7.9.2 C&TS io the Systems Development Life Cycle (SDLC) 

C&TS activities in the SDLC are outlined in each current version of the SDLC Manual. The 
Contractor shall assist the appropriate lSSO with development and completion of all security 
related activities contained in the SDLC. These activities include development of the following 
documents: 

• Sensitive System Security Plan (SSSP): This is the primary reference that describes 
system sensitivity, criticality, security controls, policies, and procedures.. 

• Contingency Plan (CP): This plan describes the steps to be taken to ensure that an 
automated system or facility can be recovered from service disruptions in the event of 
emergencies and/or disasters 

• Rislc Assessment (RA): This doc\lment identifies threats and vulnerabilities, assesses 
the impacts of the threats, evaluates in-place countenneasures, and identifies 
additional countermeasures necessary to ensure an acceptable level of security 

• Security Tesl and Evaluation (ST&£): This document evaluates each security control 
and countermeasure to verify operation in the manner intended. Test parameters are 
established based on results of the RA 

• Certifier's Statement The certification phase and statement testifies that the correct 
and effective implementation security controls are in place. 

• Facility Certification and Accreditation • Prior to start of digitization 

7.9.3 Security Assurances 

All statements of work and BPA vehicles shall identify and document the specific security 
requirements for outsourced services and operations that are required by the Contractor. 
Outsourced services and operations shall adhere to the Department's security policies. The 
security requirements shall include how the Department's sensitive but unclassified information 
is to be handled and protected at the Contractor's site, including any information stored, 
processed, or transmitted using the Contractor's computer systems, the background investigation 
and/or clearances required, and the facility security required. At the expiration of rhe BPA, 
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statements of work and BP A vehicles shall require the return of aJl sensitive but unclassified 
Department information and IT resources provided during the life of the BP A and certification 
that all Department information has been purged from any Contractor-owned system used to 
process Department information. Components shall conduct reviews to ensure that the security 
requirements in the BP A are implemented and enforced. 

7.9.4 Data Security 

SBU systems must be protected from unauthorized access, modification, and denial of service. 
The Contractor shall ensure that all aspects of data security requirements (l .e ., confidentiality, 
integrity, and availability) are included in the functional requirements and system design, and 
ensure that they meet the minimum requirements as set forth in the most currently approved 
Department publications. These requirements inch..1de: 

• Integrity- The computer systems used for processing SBU must have data integrity 
controls to ensure that data is not modified (intentionally or unintentionaJiy) or 
repudiated by either the sender or the receiver of the information. A risk analysis and 
vulnerability assessment must be performed to determine what type of data integrity 
controls (e.g., cyclical redundancy checks, message authentication codes, security 
hash functions, and digital signatures, etc.) must be used. 

• Confidentiality - Controls must be included to ensure that SBU information col1ected, 
stored, and transmitted by the system is protected against compromise. A risk 
analysis and vulnerability assessment must be performed to determine if threats to the 
SBU exist. If it exists, data encryption must be used to mitigate such threats. 

• Availability - Controls must be included to ensure that the system is continuously 
working and all services are fully available within a timeframe commensurate with 
the availability needs of the user community and the criticality of the information 
processed. 

8. APPLICABLE DOCUMENTS 

1. DOD 5015.2-STD v2.0 "Design Criteria Standard for Electronic Records Management 
Software Applications" (NARA endorsed) 

2. NARA Transferred Requirements for Scanned Images of Textual Records- Image File 
Format standards, Image Quality Specs 

3. DHS IT Security Program Publication DHS MD 4300.Pub 
4. DHSIUSCIS System Development Lifecycle v6.0 
5. USCIS Office of Records Services Record Operations Handbook, 
6. National Archives and Records Administration {NARA) regulations. Available at 

http:/lwww.archives.gov/ 
7. Freedom of Information Act {FOJA). Privacy Act {PA). Available at 

http://www.usdoj .gov/foialprivstat.htm 
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8. National Industrial Security Program Operating Manual (NISPOM). Available at 
http://www.dss.mil/isec/nispom.htm 

9. ISO 15489-1. -2, Information and documentation -Records Management 
10. OAIS, Open Archival Information System reference model (ISO, CCSDS 650-B-1 
11. ORS SOP References examples, ROH, Project Management Plan 

9. DELIVERABLES 

9.1 SDLC Documentation 

SDLC Documentation deliverables shall include any document required in conjunction with the 
system development life cycle outlined between the Govenunent and the Contractor's 
collaboration. Documentation deliverables are due to the Government based on the schedule 
developed by the Government. Also documents are due within thirty (30) calendar days from 
document revisions are accepted by the Government. 

9.2 Monthly Status Report 

The Contractor shall deliver one Monthly Status Report with each section covering applicable 
items relevant to the IDDMP sites. A Status Report, covering both technical and financial status, 
shall be delivered monthly to the COTR, CO, and to any additional Government personnel as 
directed. The Status Report shall consolidate all IDDMP sites. Deliveries shall be on the 15th 
day of each month, reporting on the preceding month for review, processing, and acceptance. 
The Contractor shall disseminate the approved Monthly Status Report to applicable sites as 
directed by the COTR. The Monthly Status Report shall contain the following: 

• Management Summary, no longer than two pages in length, summarizing any major 
problems/issues and any significant progress or events 

• Technical Narrative section, no longer than seven pages in length, describing: 
• Technical progress and work completed 
• Staffing Issues affecting work 
• Discussions of any problems/issues and recommendations for correction 
• Performance Tracking/Quality Assurance Report 
• Status of deliverables 
• Travel by Contractor Personnel (trip reports required) 
• Meetings attended 
• Meetings schedules for next reporting period 
• Planned activities for next reporting period 
• Unresolved issues including action plan and issues requiring Government 

action/intervention. 
• Financial Portion shall provide a breakdown of monthly costs, and ODCs 

for: 
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• Current period 
• Cumulative by FY 
• Percent of funds expended 
• Percent of funds remaining. 

9.3 EVMS Reports 

EVMS reports as described in the PMP to provide Govenunent and Contractor managers 
visibility into technical, cost, and schedule progress on the Call. These reports should be 
delivered to the COTR on a monthly basis. 

9.4 Monthly Status Meeting 

At least once a month, the Contractor Manager shaH attend a status meeting held by the 
Government to discuss the status of projects, issues, and problems related to the project. These 
status meetings may take the fonn of teleconference calls, NetMeeting via Microsoft Outlook, 
face-to-face meetings, or any other medium as directed by the Government Results of these 
meetings, including any Action Items, shall be documented in the Monthly Status Report. 

9.5 Trip Report 

Upon completion oftravel, when required, the Contractor shall submit a Trip Report including 
all documentation associated with the travel. Trip Reports shall be submitted with the invoices, 
and shall include, at a minimum: 

• Trip authorization from the COTR where applicable 
• Trip itinerary, with documentation 
• Receipts for travel (airplanes, trains, private vehicles, etc.), hotels, and all other 

allowable reimbursable expenses) 
• Purpose of trip 
• Personnel traveling 
• Key POCs at site visited 
• Assessment of trip's accomplishments. 

9.6 Government Property Report 

The Contractor shall prepare an annual report of Government property in its possession and the 
possession of its subContractors. The report shall be submitted to the BPAing Officer the sixth 
month after BPA award, no on later than the 15th day of that month each calendar year on DHS 
Fonn 0700-05, Contractor Report of Government Property. 

9.7 Deliverable Schedule 

The Contractor shall submit copies of all deliverables to both the COTR and CO according to the 
schedule contained in the table beJow. Approval authority- of all deliverables resides with the 
COTR. All documentation developed by the Contractor shall become the property of the 
Government and shal1 not contain proprietary markings. 
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9.8 Criteria for Acceptance 

The Government will have 15 business days to review and provide comments to the Contractor 
prior to acceptance of all deliverables. The Contractor must then respond within 10 business 
days after receipt of Government comments. The Contractor shall submit all deliverables ;n 
accordance with jnstructions provided by the Government. All deliverables shaH be submitted to 
the COTR for review and approval in writing. The CO shall receive a cover letter for each 
deliverable. For presentations and/or briefings, the Contractor shall use Microsoft PowerPoint, 
Microsoft Word, Microsoft Excel, or other requested medium compatible with the USCIS 
environment. 

t 0. GOVERNMENT QUALITY ASSURANCE 
The Government reserves the right to establish and maintain a quality assurance program in 
accordance with FAR 52.246-4 "Inspection ofServices-Fixed-Price" clause and the provisions 
contained in the Performance Requirements Summary (PRS). 

If any of the services do not conform to BPA requirements, the Government may require the 
Contractor to perform the services again in confonnity with BPA requirements, at no increase in 
BPA amount. 

When the defects in services cannot be corrected by performance, the Government may: 

( l) Require the Contractor to take necessary action to ensure that future 
performance conforms to BPA requirements; and 
(2) Reduce the BPA price to reflect the reduced value of the services perfonned. 

Table 1 provides a PRS chart that includes key indicators for the Required Services, a Reference 
to the PWS for the service, the Acceptable Quality Level (AQL), Method ofSurveiHance, and 
the Maximum Payment Percent for Meeting the AQL and/or a percent reduction deduct for not 
meeting the AQL. 
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2 

3 

Contractor shall manage the Call in 
accordance with the Program Management 
Plan (PMP). 

QUALITY CONTROL 

The Contractor personnel shall be trained to 
perform quality control throughout the 
digitization process. 

REPORTING 

The Contractor shall provide all reports, 
documentation, statistics, and information 
as required in performance of the call. 

Training 
received 

within 30 
days of 

reporting 
to work on 
this Call. 
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Section 9 
of Call #l 

managed in 
accordance 
with thePMP 
100% of the 
time. 
Less than three 
(3) instances per 
month of noted 
violations that 
can be 
adequately 
remedied. 

IOO%of 
employees 

receive training. 

100% 
Compliance 

Random 

100% 
Inspection 

-1% for not 
meeting AQL 

100% for 
meeting AQL 

-.2.5% for nor 
meetingAQL 

100% for 
meetingAQL 

-.25% for 
each 

identified 
occurrence 

not met 
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Inspection 

The Contractor shall perfonn all records -.25% for 
shipping. handling and storage tasks as each 
required in performance of this call and identified 
in accordance with the applicable occurrence 

standards and ROH not met 
5 DATA REPOSITORY 100% Random 100% for 

4.1.7of Compliance meetingAQL 
Staging Server shall be fully functional, Call #I 
regularly maintained, properly backed- -1% for each 
up. secure, and accessible by identified 
Government QA Staff. occurren.ce 

AQLnot met 

6 SCANNING AND INDEXING Section 2 .5%Error 100% for 
DOCUMENTS 4.1.3 of rate, with errors Sampling meetingAQL 

Call #I to be COI'TeCted based on lot 
Scanning of all-inclusive documents by Contractor. size -.25% for 
within a file. Disassembling and each 
scanning of all documents in the fale to identified 
include any cover or staffing sheets for occurrence 
viewing. Work performed per ROH. AQLnotmet 

Contractor to ensure that each page is 
fully rendered, properly aligned and 
ordered, free of distoctions. and mmed 
to refle<:t the correct sequence of the 

volume. 

7 OPERATIONS Section 100% Random 100% for 
4.1.1 of Compliance meetingAQL 

Ensuring that Contractoc facilities are: Call #l 
Efficiently run, -.25% for 
Kept clean on a daily basis, each 
Office supplies and equipment identified 
are maintained at a level and occurrence 
sufficient for nonnal day to day AQLnotmet 
operations, 
Secure. 

• Deducts applied when re-performance cannot correct problems 
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11. CALL TERMS AND PROVISIONS 

All other terms and conditions of the IDDMP BPA and the Contractor's GSA Schedule remains 
the same. 

11.1 Points of Contact for CaJJ 

BP Aing Officer 
Department of Homeland Security 
U.S. Citizenship & Immigration Services 
Field Support Center - Burlington 
70 Kimball A venue 
South Burlington, VT 05403 
Phone: (802) 872-4111 
Fax: (802) 951-6455 

BPAing Officer's Technical Representative 
Department of Homeland Security 
U.S. Citizenship & Immigration Services 
ATTN: Robert Purvis 
111 Massachusetts Ave, NW (Second Floor) 
Washington, DC 20529 
Phone: (202) 272-8226 
Fax: (202) 272-8330 
robert.purvis@dhs.gov 

11.2 Period Of Performance 

Call I shall commence on the date ofBPAing Officer's Notice to Proceed and continue for a 
period of one year. Full performance cannot commence until security requirements for 
Contractor staffhave been satisfied. If the Government does not award a follow-on Call for this 
effort, the Contractor shall provide the appropriate close-out and if applicable, transition 
docwnentation, 30 days prior to the last day of the period of performance. 

11.3 Place of Performance 

This Call shaH be performed at the Contractor provided Records Digitization Center. 

11.4 Hours of Operation 

The Contractor shall schedule staffing to provide support as needed to meet the IDDMP 
requirements. Hours of operation for onsite support shall include, at the minimum, normal 
business hours of8:00 AM to 4:00PM EST Monday through Friday. 

ll.S Travel 

The Contractor may be required to travel to support IDDMP on an as required and assignment 
basis. Travel outside of the primary established facility area is anticipated to support IDDMP 
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activities authorized under this BPA, e.g .• manage and oversee personnel at field locations, 
balance the workforce to meet workload. surges, provide training, and perform installations. The 
Contractor shall ensure that its Senior Project Manager is located within the primary established 
facility area to provide support activit ies authorized under this BPA. Local. travel reimbursement 
under this BPA is not authorized. 

11.6 Approval for Travel 

The Contractor shall obtain written approval from the Government Project Manager prior to 
performing any travel under this BPA and trip authorization from the COTR. Contractor travel 
approved in advance hy the Government Project Manager will be reimbursed in accordance with 
FAR 31.205-46, Travel Costs, and the Federal Travel Regulations prescribed by the General 
Services Administration. 

12. CALL QUOTE SUBMISSION REQUIREMENTS 

12.1 Office, Imaging and Doc:umeot Solutio111 

The Technical Quote shall provide a narrative that describes how the Contractor intends to 
sat.isfy the management and technical requirements identified in the Call. The PMP to reflect 
management of this Call shall be provided. A work breakdown to map resources to the Call 
requirements shall be included. Signed resumes for Key Personnel identified for this Call shall 
be provided. 

12 •. 2 Price Quote 

The Contractor shall prepare a Price Quote for this Firm Fixed Price Call that contains a breakout 
of costs and explanation/justification necessary to allow for a comprehensive evaluation. The 
Coptractor shall identify those labor categories required for accomplishment of Call 1 tasks. The 
Contractor shall complete a Pricing Schedule, according to the CLIN Structure of the PWS. The 
basis for Call pricing shall be the discounted labor rates in the IDDMP BPA plus any additional 
discounts quoted. 

12.3 Other Direct Costs 

The cost of minor expense materials, incidental items or consumables such as supplies and 
postage when essential to BP A performance shall be included in the FFP price quote for the Call. 
The Contractor shall quote any anticipated open market items in excess of S2,500 with 
appropriate justification and explanation in the Technical and Price Quotes of the Call. The 
provisions ofF AR 8 .402(f) are applicable to the acquisition of open market items acquired for 
this Call. Open market Items shall be identified on a separate CLIN or SUBCLIN as a non­
schedule item. 

12.4 Travel Costs 

(I) Contractor planned travel for routine management and oversight of personnel, and for 
balancing the workforce to meet workload surges to include ·airfare, lodging and meals 
shall be addressed in the Technical and Price Quotes of the Call and included in the 
FFP quoted and must be IA W the Federal Travel Regulation. 
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(2) Unplanned travel at the request of the Government to address emerging and/or 
emergency requirements related to the IDDMP O&M shall be billed against the travel 
CLIN established by the Government. 

12.5 Pricing Schedule 

12.5.1 BPA Line Item (CLIN) 0001 

Provide the fully burdened price for providing all Records Management functions related to the 
Call. Pricing shall be broken down by facility costs, shipping costs, and digjtization costs as 
shown in the subCLlNs below .. 

12.5.1.1 SubCLIN OOOlAA 

Monthly Price shall include all costs associated with the actual facility and must be the fully 
burdened costs, including, facility overhead, facility direct and indirect costs, and profit, as 
appropriate. 

12.5.1.2 SubCLIN OOOlAB 

Monthly Price shall include all costs associated with the actual transport of files to and from the 
Records Digitization Center. Anticipated requirement is two shipments each month. Shipping 
costs must be the fully burdened costs, including, shipping, receiving and handling, overhead, 
direct and indirect costs, and profit, as appropriate. 

12.5.1.3 SubCLIN 0001 AC 

Monthly Price shall include all costs associated with the digitization process including, but not 
limited to, unpacking, indexing, disassembly of folders, scanning, reassembly of folders, 
packaging, and related records control functions. Pricing must represent performance in 
accordance with the ROH. Digitization costs must be the fully burdened costs, including, labor, 
management overhead, fringe, direct and indirect costs, and profit, as appropriate. Digitization 
costs will not include facility or shipping related costs. 

12.5.2 CLIN 0002 

Provide the fully burdened monthly price to cover any phase-in transition costs. Up to Ninety 
(90) days have been set-aside for the phase-in; however, the full ninety days may not be required. 
Monthly Firm-Fixed-Price shall include all direct costs associated with the phase-in transition 
and any ODC for minor expenses. 

12.5.3 CLIN 0003 

This CLIN provides a basis for invoicing unplanned travel expenses. The Government identifies 
a not to exceed amount for this purpose. This is a constant that will be added to the quote. 
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- - ------- - --------- ··-- ---· 

12.5.4 CLIN 0004 

This CLIN provides a basis for invoicing unplanned ODC items. The Govenunent identifies a 
not to exceed amount for this purpose. Request for ODC items in excess of$2,500 shall be 
referred to the Government for appropriate processing. 
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CALL ATTACHMENT AI ACRONYMS 

IDOMP Related Acrooyms 
ACRONYM MEANING 

A-FILES Alien Files ~ AQL Acceptable Quality Level ! 

BPA Blanket Purchase A£reement ! ceo Case Control Office 
CD . Computer Disk 
CFP Contractor Furnished Property 
CIS Central Index System ·-i co BPAing Officer I 

COTR BPAing Officer's Technical Representative 
DHS Department ofHomebmd Security i 
EVMS Earned Value Mana2ement Svstem i 

FCO File Control Office ! 
FFP Firm Fixed Price I 

FSF File Stora£e Facility 
GFP Government Furnished Property i 
IDDMP Integrated Disitization Document Manasement ~Jnam 
IT Information Technology l -· --. 
.KPI Key Performance lndi~ator l 

MS Microsoft 
NARA National Archives and Records AdmGtistration ! 
NFI'S National File Tracking System t 
NlSPOM National Industrial Security Program Operati~&M_anual 

·-·- ··-· - ···---, 
' 

NRC National Records Center -i 
NT New Technoloev (Microsoft Windows operating system) 
OAIS Open Archival Information System i 
OCIO Office of the Chief Information 
OCR Optical Character Reader i 

ODC Other Direct Costs 
Office ofReeords Services 

-· 
ORS 
PA Privacy Act I 

I 

PM Project Manager 
PMP Project Manuement Plan 
POC Point of Contact 

~OE Port of EntrY -· 

POP Period of Performance I 

PRS Performance Reauirements Summarv 
PWS Performance Work Statement i 

QC Quality Control I 
OCP Quality Control Plan ' 
RFQ Request For Quote -! 

·-
ROH ' Records Operations Handboolc 
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ACRONYM 
SDLC 
SOP 
u.s. 
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CALL ATTACHMENT AS Pricing Schedule 

Period of Performance: 
From BPAing Officer Authorization to Proceed for a period not to exceed 12 months 

Firm-Fixed-Price 

CALLOOOl 

Note: All Offeror shall develop pricing for CLIN 0001 ACto an estimated 87,000 files per 
month. Up to ninety days is set-aside for phase-in, however, Contractors shall indicate actual 
phase-in period required. 
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DEPARTMENT OF HOMELAND SECURITY (DHS) UNITED STATES CITIZENSHIP 
AND IMMIGRATION SERVICES (USCIS), OmCE OF RECORDS SERVICFS (ORS), 
INTEGRA TED DIGITIZA TION DOCUMENT MANAGEMENT PROGRAM (IDDMP) 
ALIEN-FILE DIGITIZED ENTERPRISE SOLUTION 
REQUEST FOR QUOTE (RFQ)- CALL 1 

1. BACKGROUND 

The Department of Homeland Security (DHS), U.S. Citizenship and Immigration Services 
(USCIS), Office of Records Services (ORS) has requirements for a Contractor to support USCIS 
Records Management in providing electronic access to all A1ien-File (A-File) data that resides 
within the different USCIS offices for national security reasons. These files may include but are 
not limited to alien registration, I-485 forms, certificate files, master index files, flex-o-1ine files, 
and historical files. The digitization of files will expand to all file types as the processes and 
technologies are more fully defined. 

To consolidate the digitization initiative, files will need to be physically transported from one 
location to another, disassembled and prepared for scanning, and stored in a secure format to be 
accessible by USCIS. Additionally, the contractor shall maintain and operate a local facility for 
use where the indexing and processing shall be performed in accordance with the requirements 
identified in this Call. 

Over 84 million A-Files are distributed among the National Records Center (NRC), 
Harrisonburg File Storage Facility (FSF), the five Service Centers, the National Archives and 
Records Administration (NARA), and File Control Offices (FCOs) and Case Control Offices 
(CCOs) worldwide. The existing A-files (22 million at the NRC, 15 million at the Service 
Centers, 20 million at the NARA's Federal Records Centers, 20 million at FSF, and 7 million at 
the various FCOs and CCOs) are bar-coded and tracked by Alien-number. The average folder 
may contain individual documents from one to ten pages; however, some folders may contain 
t 00 pages or more. Additionally, some of these documents may include film, tissue or other 
document medium and as well as being very old and require sensitive handling. When DHS 
personnel require information from an A-File that is not physically located in their office, they 
must query the National File Tracking System (NFI'S), Receipt and Alien File Accountability 
and Control System (RAFACS) or the Central Index System (CIS) for the location of the file, 
and request personnel at that location to physically mail either the A-File or a copy of it. 

This project will involve different areas specifically in regards to Records Management. This call 
will require the Contractor to provide the following services (as specified in Section 4 below): 

I) Maintain a "contractor owned-contrac[or operated" facility in accordance with NARA 
Facility Standards for Records Storage Facilities including administrative services, mail 
operations, shipping and receiving, and Government space for BPA administration and 
quality assurance; 

2) Arrange a delivery system for the A-Files to be transferred between the facility and the 
NRC or other Government facilities (as required); 
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3) Scan and index Government identified paper A-Files and related documents into a 
digitized format; 

4) Provide and maintain a temporary file storage solution to include digitized files format 
approved by the Government that wiU be accessible to the applicable US CIS customers. 

This Call includes the scanning, indexing, optical character reading, format conversion, quality 
control, management of records and documents, the management of customer case data, and 
staging temporary file storage. The vision of Digitization is to develop person-centric records 
and data management capabilities. Figure 1. ORS Scanning/Facility Operations, illustrates a 
visional scenario of the digitization process. 
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Figure 1. ORS Scanning/Facility Operations 

2. SCOPE 

The scope of Call 1 covers all activities related to the establishment of a Contractor operated 
facility that will specialize in the management of records which will include the following A-File 
services: 

• Records management 
• Shipping and receiving 
• Scanning and digitization 
• Records control 
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• Facilities operations 
• Temporary file storage solution 

In accordance with the blanket purchase agreement (BPA) for USCIS Office of Record-; Services 
(ORS)/ Integrated Digitization Document Management Program (IDDMP), the requirements 
identified below are specific to Calli. The contractor shall perform the Call requirements in 
accordance with applicable DHSIUSCIS standards, schedules, deadlines. and other regulations 
and guidance provided in this performance work statement (PWS) and by the USCIS. Can I is a 
finn-fixed price call. 

3. ACRONYMS 

Call Attachment Al provides a table that identifies IDDMP related acronyms. 

4. SPECIF1C TASKING 
The tasking identified below is specific to this Call and is based on the IDDMP requirements 
identified in the BPA. All information concerning the IDDMP operating environment and 
workload statistics contained in the BPA are applicable to this Call unless otherwise noted. The 
Contractor shall comply with applicable NARA standards related to maintaining and operating a 
records facility, and shipping. receiving and control of archival records. 

4.1 Records Management 

The Contractor shall provide comprehensive capability to solve the complex challenges posed by 
the movement, manipulation, archiving, security, and management of records. The contractor 
shall provide professional management and administrative support to perform effective records 
management services for privacy act sensitive but unclassified records. In the event that 
classified documents are encountered during the digitization process the contractor shall not scan 
these documents and shall immediately refer them to the Government representative in 
accordance with procedures in the Records Operations Handbook (ROH) as found in Attachment 
2. 

These services include the use of and/or operating contractor provided equipment to maintain 
and organize tracking of files, storage of files. information and documents indexing, scanning, 
labeling, bar-coding and filing. The contractor shall work with the ORS program and the OCIO 
in developing the functional requirements for the Records Management initiative. Not only must 
the Government approve all functional requirements, but the Government also owns all data and 
such data cannot be distributed or used by the Contractor for any purpose. 

4.1.1 Facility Operations 

The Contractor shall provide, maintain. and operate a facility in accordance with the facilities 
ROH. The contractor shall provide the facility for housing shipping, receiving and handling of 
transported paper, storage for maintaining data repository; mail functionality, and maintaining 
the basic essentials for person.nel operations. This task includes, but is not limited to the 
administrative services for the disassembling and reassembling of files for scanning. The ROH 
is a living document subject to updates and is used as a resource for facility operations Standard 
Operating Procedures (SOP). 
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The Contractor shall provide a solution to scan and index A· file records. The Contractor also 
shaJI implement the solution for the scanning, indexing and migrating the data into a temporary 
storage repository. There are approximately 84 million A· file folders containing various 
documents. The average folder may contain individual documents from one to ten pages; 
however. some folders may contain 100 pages or more documents. Figure 4, provides a 
conceptual workflow that the Contractor shall build and manage. A text description of the 
workflow is summarized following Figure 4. The Contractor shall provide a refined Concept of 
Operation representing the operation of thjs fadlity. and where new technology js applicable 
provide any proposed solution to Government for approval of operations to meet the scope of 
this Call. · 

+------- USCIS Oversight and Control -------• 

1 Prepare 
DOOJments for 

scanning 

Vendor 
Process 

:-·--~IS--·1 

: OASIOCIO : 
: Process : ·-------------· 

1 Convert 
Images Into 

Desired Fonnat 

1 ShipPaper 
Documents 

To NRC 

1 Post Process 
Paper 

Documents 

,--------------·----------- --------1 I I 
I I 

: Manage Manage : 
: Document & Customer and : 
: Records Case Data : 
I I 
I I 

--------------------- -~------------- · 
Figure 4. Contractors Opel"ation/USCIS Oversight and Control Concept 

4.1.2 Shipping and Receiving (11 and 19) 

The Contractor shall provide for the shipping, receiving and handling of transported paper and or 
electronic documents for the digitization processing. This includes the transportation of files, 
receiving mail and tracking of all documents. The contractor-shipping requirements may require 
24 trips per year, with a shipping weight of approximately 40,000 pounds. The Government 
estimates Call 0001 volume to be two 
shipments monthly each shipment comprised of approximately 43,000 A·Files. These files are 

packaged in boxes with 24 boxes per pallet and 24 pallets per shipment. Shipments in excess of 
this estimate wiJ) be eligible for an equitable adjustment. 

4.1.2.1 Pre- and post- processing of paper documents (12 and 18) 
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The Contractor shall prepare paper documents prior to scanning. The preparation includes, but 
not limited to: 

• Remove clips, tags, and staples 
• Arrange documents in sequence for scanning 
• Identify missing/damaged pages and anomalies (e.g., foldouts, tom pages, incorrect 

pagination, etc.) 
• If required, stabilize damaged pages through use of a means such as a clear sleeve 
• Insert separation sheets to identify individual documents within the A-File. 

Upon the successful quality review of the scanned documents, the Contractor shall prepare paper 
documents to ship the documents to the National Record Center or other Government site as 
determined by the Government. The post preparation work includes, but not limited to: 

• Remove separation sheets used in scanning 
• Reassemble A-File in original order 

4.1.3 Scanning Documents (13) 

The Contractor shall provide a solution to scan and index A-file records. The Contractor also 
shall implement the solution for the scanning. indexing, and migrating the data into a temporary 
storage repository (i.e. staging server). The Contractor will use the existing NARA Standard, 
''Transferred Requirements for Scanned Images of Textual Records- Image File Format 
standards and Image Quality Specifications." This standard addresses the following: 

• Resolution 
• Bit depth (1-, 8-, and 24-bit) 
• Enhancements 
• Image format 

The Contractor shall utilize scanners that are highly reputable in terms of reliability and can meet 
the required capacity requirements as set within this Call. The Contractor shall 
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1. DEPARTMENT OF HOMELAND SECURITY (DHS) UNITED STATES BUREAU 
OF CITIZENSIDP AND IMMIGRATION SERVICES (US CIS) ALIEN-FILE (A­
FILE) DIGITIZA TION BLANKET PURCHASE AGREEMENT (BPA) 

1.1 Background 

The Department of Homeland Security (DHS). U.S. Citizenship and Immigration Services 
(US CIS), Office of Records Services (ORS) has requirements for a Contractor to support US CIS 
in providing electronic access to all Alien-File (A-File) data that resides within the different 
USCIS offices for national security reasons. These files may incJude but are not limited to aJien 
registration, I-485 forms, certificate files, master index files, Qex-o-Jine files , and historical files. 
The digitization of files will expand to all file types as the processes and technologies are more 
fu])y defined. 

1.2 Introduction 

This project is part of the overall digitization effort that would significantly reduce paper-based 
processes at the USCIS. To launch the digitization initiative, files will need to be physically 
transported from one location to another, disassembled and prepared for scanning, and stored' in a 
secure format to be accessible by USCIS. Additionally, the contractor must maintain and operate 
a facility for where the indexing and processing shall be performed. USCIS will support this 
requirement by establishing a BPA with a selected firm on the General Services Administration 
(GSA) Schedule, Group 36. 

USCIS recognizes the need to standardize digitization processes and tools when it acquires its 
customer's (applicant' s) data. As depicted on the figure, any process that requires scanning will 
be part of the digitization process. The vision of "infonnation acquisition" is to create a more 

. data-centric process than an image-centric process, certainly away from the paper-based process. 
This will require significant system capabilities such as OCR, sophisticated metadata/indexing, 
record/document management, and customer data/case management capabilities; the illustration 
below depicts this concept. The digitization capabilities will be built on the industry standards 
such as PDF and XML. With such standards, we can converge both e-filing (electronic) and 
paper filing on common standards and tools. As an example, we plan to utilize a single set of 
XML based PDF template against all channels depicted above. 
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Producer 

AppllcMt 

1.3 Acronyms 

Current 
Call1 

--- -·· , . ..111r 
' ' 

' , ' , ...... __ ... 

Manage 
Document& 

Records 

A list of related acronyms is found in attachment A. I. 

2. BPA TERMS AND CONDITIONS 

Manage 
Customer and 

Case Data 

Consumer 

Adjudicator 

Pursuant to GSA Federal Supply Schedule (FSS) Group 36 Office Imaging and Document 
Solution contract, the Contractor entering into this BPA agrees to the tenns and conditions of a 
Blanket Purchase Agreement exclusively with USCIS. · 

It is the responsibility of the Contractor to notify the Contracting Officer (CO) of GSA Schedule 
price changes affecting line items and services listed in this BPA prior to award of any Call. The 
Government encourages Contractors to propose discounts from the published GSA Schedule 
rates. The discounts shall be in tenns of percentage discounts to be applied against the GSA 
Schedule price for the product or services. If discounts are conditional on a given dollar volume 
or other condition, this must be stated clearly. These discounts do not preclude the contractor 
from offering nor the Government from asking for further price reductions in accordance with 
commercial practice, market forces, and volume buying at the time of placing orders against this 
BPA. The relationship between the current price in the GSA Schedule and the price offered in 
the contractor's proposal shall remain constant. 

2.1 BPA Scope 

The contract services to be ordered under this BPA include records digitization and storage 
related services and will be ordered in BPA CaJJs in accordance with the ordering procedures 
described below. The scope of the support can include any Contract Line Items (CLINs) under 
the Contractor's GSA Schedule, Group 36. Any work perfonned under the BPA will be initiated 
on a Firm-Fixed Price or Time and Material basis depending on the natUre of the work. Other 
Direct Costs (ODCs) will be authorized by the Contracting Officer contingent upon prior 
Contracting Officer's Technical Representative (COTR) approval and negotiated with each Call. 
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2.2 FederaJ Supply Schedule 

All Calls placed against this BPA are subject to the terms and conditions ofthe Contractor•s 
GSA FSS Contract. 

2.3 Delivery 

Delivery destination and schedule will be spe~ified in each Call. 

2.4 BPA Volume 

The Government estimates, but does not guarantee, that the total vaJue of purchases made on this BPA 
(across multiple Calls) may reach $150 million over the life of the BPA. Funding for work beyond FY -05 
(The first call) has not been appropriated. The issuance of calls for work is contingent upon many factors 
including the performance under the first can, the receipt of funding and the Government's determination 
of the need for the continuation of work. 

2.5 Obligation of Funding 

The BPA does not obligate any funds. Funding will be obligated through individual Calls issued 
under this BPA. 

2.6 BPA Expiration 

This BPA has a duration of five (5) years, or expiration of the Contractor's GSA Schedule 
contract, whichever comes first. The BPA is based on the GSA Schedule and cannot exceed the 
GSA Schedule contract period. If GSA exercises an option to extend the term of the Schedule 
contract, the BPA will be extended as welt not to exceed a total of five years from the date the 
BPA is established. The perforrnance on any Calls issued prior to the expiration of the BPA or 
GSA Schedule will continue until normal completion unless terminated earlier at the request of 
the Government. 

2. 7 Ordering Procedures 

Calls wiJJ be placed against the BPA. The BPA Calls will be issued on a Finn-Fixed Price or 
Time and Materials basis depending on the nature of the work. Each Call issued under this BPA 
will be preceded with a Request for Quotation (RFQ) to the Contractor, which contains a 
perforrnance work statement and request for price quotes. Upon receipt, evaluation, and mutual 
agreement of the task(s) outlined in the PWS, the Contracting Officer wiJI issue the Call to the 
Contractor. 

Each Call issued under this BPA will include the following inforrnation as applicable: 

• BPA number and Call number. 
• Date of the Call. 
• Description of the work to be performed. 
• The work schedule, period of performance, or required completion date. 
• Place of delivery or performance. 
• Deliverables. 
• Performance Requirements. 

3 

73 



• Contract Line Item Number (CLIN) and description, quantity, unit price and extended 
total . 

• Type of task, e.g .• Firm-Fixed Price or Time and Materials. 
• Government Points of Contact. 
• The invoicing procedures. 
• Accounting and appropriation data. 

2.7.1 Orderine Officials: 

Calls under the BPA may be placed by: 

Contracting Officer 
Department of Homeland Security 
U.S. Citizenship & Immigration Services 
Field Support Center- Burlington 
70 Kimball A venue 
South Burlington, Vf 05403 
Phone: (802)872-4111 
Fax: (802) 951-6455 

The COTR for this BPA is: 

Department of Homeland Security 
U.S. Citizenship & Immigration Services 
ATTN: Robert Purvis 
111 Massachusetts Ave, NW (Second Floor, ) 
Washington, DC 20529 
Phone: (202) 272-8226 
Fax: (202)272-8330 
robert.purvis@dhs.gov 

2.8 Period of Performance for Calls 

The period of performance f~r each Call shaJl be specified in each Call awarded. Calls awarded 
during the period a BPA is in effect may continue performance beyond the expiration date of the 
BP A provided the total period of performance does not exceed one year. 

2.9 Place of Performance 

The place of performance wiU be addressed in individual Calls. 

2.10 Points of Contact (POCs) 

Points of Contact (POCs) for this BPA will be announced at time of award and protocols for 
delivering reports, invoices, and other deliverables will be described at the BPA Kick-Off 
Meeting. 
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2.11 Invoices 

2.12 Invoice Submission 

The Contractor shall be required to submit monthly invoices within lO business days of the close 
of the period for which the invoice is being submitted. The Contractor's invoice shall include a 
breakout of the costs allocated to each sub-task identified in the BP A. Each Call shaH specify 
the method of payment and may include additional invoice submission requirements. The 
Contractor shaH be required to submit invoices directly to the COTR for verification. When 
requested by the COTR, Contractor timesheets shall be delivered to the COTR and/or Program 
Manager for review. The Contractor shall notify the COTR in writing when 75% of the hours 
for each labor category have been expended on time-and-material Calls. 

The COTR will forward the verified invoice to the Contracting Officer for certification and 
payment The Contractor shall track the costs associated with each task listed in the Statement of 
Work. A proper invoice must include, at the minimum, the following information and/or 
attached documentation: 

• Name of Contractor 
• Contract number 
• BPAnumber 
• Call number 
• Contract line item number 
• Date of order 
• Contract Line Item (CLIN) 
• Quantity, unit price, and extension of each item 
• Labor category, where applicable 
• Perfonnance period 
• Interim payment period 

To be deemed a proper invoice the services or deliverables furnished and produced, during the 
perfonnance period covered by the invoice, must have received an acceptance from the 
Government authorized representative. 

2.12.1 Signed Face Page of the Invoice 

This page shall include the following identifying data: Contractor name, BPA number, Call 
number, period of perfonnance, date of invoice. and accounting data. This face page shall 
provide a space for the name, title, and signature of the individual authorized to submit the 
invoice; a contact name and phone number; a "Verification" line; and "Approved" line. 

2.12.2 Invoice Distribution 

The Contractor must provide an original proper invoice as stated in the FSS Contract to the 
designated COTR as indicated on each Call. The Government Project Manager or other 
personnel delegated authority by the COTR, at the receiving or secure storage location will be 
responsible for completing the receiving report, and will forward the original receiving report 
and endorsed invoice to the CO. The CO will forward the original invoice and receiving report 
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to Finance for payment. Payment will not be rendered to the Contractor until both an original 
proper invoice and receiving report noting the acceptance of the products/services are submitted 
to the Finance office as described above. The Contractor shall submit invoices as follows: 

Original invoice to the BPA COTR: 

Department of Homeland Security 
U.S. Citizenship & Immigration Services 
A TIN: Robert Purvis 
111 Massachusetts Ave, NW (Second Floor,) 
Washington, DC 20529 
Phone: (202) 272-8226 
Fax: (202)272-8330 

Copy of invoice to the CO: 

Department of Homeland Security 
U.S. Citizenship & Immigration Services 
Field Support Center - Burlington 
70 Kimball A venue 
South Burlington, VT 05403 
Phone: (802) 872-4111 
Fax: (802) 951-6455 

2.12.3 Payment to Contractor 

The USCIS will make payment to the Contractor using the Automatic Clearing House (ACH) 
Network. 

2.12.4 Financ:ial Institution for Receipt of Payment 

After the BPA is awarded, but not later than 14 calendar days before an invoice or BPA finance 
request is submitted to the Government, the Contractor shall designate a financial institution for 
receipt of electronic funds transfer payments. Submission shall be done on Standard Form (SF) 
3881, Payment Information Fonn ACH Vendor Payment System. 

2.13 Order of Precedence 

The terms and conditions included in this BPA apply to all Calls issued pursuant to it. In the 
event of an inconsistency between the provisions of this BPA and the terms and conditions of the 
Contractor's schedule contract, the tenns and conditions of the GSA Schedule contract will take 
precedence. 

2.14 Non-Schedule Items 

Open market items not specifically identified in the Contractors GSA Schedule contract are 
considered non-schedule items and may only be added to the BPA for administrative 
convenience in accordance with the provisions of FAR 8.402(f). 
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2.15 BPA Record Retention 

The contractor shall maintain BP A/Ca11 records as required by the Federal Acquisition 
Regulation. 

2.16 BPA Annual Review 

A review of the BPA shall be conducted annually pursuant to FAR 8.405-3(d) to determine 
whether the BPA is still considered a Best Value and that it meets the needs of the Government. 

2.17 Government Quality Assurance 

The Government reserves the right to establish and maintain a quality assurance program in 
accordance with FAR 52.2464 "Inspection of Services-Fixed-Price" or FAR 52.246-6 
"lnspection~Time-and~Material and Labor-Hour" clause, as appropriate, and the provisions 
contained in the Performance Requirements Summary (PRS) of individual Calls issued under 
this BPA. 

2.18 Accessibility by Individuals 

Any equipment provided or proposed by the contractor shalJ be capable of enhancement to 
provide handicapped employees with sensory, cognitive, and/or motor impairments accessibility 
to the equipment. The guidelines for these enhancements are established by the National 
Institute on Disability and Rehabilitation Research and GSA. 

2.19 Contractor Teaming Arrangements 

USCIS encourages the establishment of Contract Teaming Arrangements in accordance with and 
as prescribed by FAR Subpart 9.6 if necessary to provide a total solution to the Government's 
requirement. Participation in a Contractor Team Arrangement is limited to Schedule contractors. 
Each teaming partner submits their own GSA Schedule and Calls placed under a Contractor 
Team Arrangement are subject to the tenns and conditions of the Schedule contraGt holder. Each 
team member shall independently abide by the terms of their individuaJ Schedule contracts. One 
contractor may be designated by the team as Contractor Team Leader and act as the single point 
of contact for the team. The discount structure for service's. provided by these teaming partners 
must conform to the discount structure in the BPA. A Contractor Teaming Arrangement is not a 
Prime/Subcontractor relationship and under a Contractor Teaming Arrangement the Government 
establishes privity of contract with each teaming partner. 

If a Contractor Team Arrangement is established to provide the Government with a total solution 
a copy of the Arrangement shall be included with the quote response. Common element of a 
Contractor Team Arrangement may include, but are not limited to the following: 

o Identifies partic ipants, GSA Schedule contrJ.ct numbers, and services and 
products covered by the arrangement: 

o Defines terms; 
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-- --- ---- ---------------

o Sets forth each participant's roles, responsibilities, and obligations; 

o Identities scope. period of performance (for specific, limited purposes or longer 
periods covering several transactions), and termination of the arrangement; 

o Establishes scope and limitations of any licenses or proprietary rights; 

o Establishes represemalions and warr.mties among the parties; 

o Identifies confidentiality requirements, obligations, disclosures. and remedies; 

o Identifies damages, liabilitynimitation of liability, and any indemnification 
requiremenL~ arnong the parties; 

o Addresses administracive requirements (e.g., assignments. how notices will be 
conveyed and recognized, how changes or amendments will occur); 

o Identifies any terms thnt survive the arrangement or tern1ination; 

o Establishes how disputes will be addressed and resolved; and 

o Addresses force majeure; i.e .. addresses how an unexpected or uncontrollable 
event will impact a team member's obligation under the CTA. 

2.20 Subcontracting 

Subcontracting arrangements which establish a prime/subcontractor relationship are pennissible 
if agreed to by the Government and the Contractor in individually negotiated Calls, provided that 
in all cases subcontractors perform work at prices which are equal to or less than those 
established by the prime Contractor under the BPA However, in cases where urgent 
requirements require immediate staffing not readily available through the prime, then subcontract 
rates may exceed the prime's rates provided adequate justification is provided to the Contracting 
Officer prior to starting work for approval and the higher rates can be determined to be 
reasonable. All security requirements must flow-down to the sub-contractor. 

2.21 Non-Personal Services 

This is a "Non-personal Services .. BPA. The personnel rendering the services are not subject, 
either by the BPA's terms or by the manner of its administration, to the supervision and control 
usua1ly prevailing in relationships between the Government and its employees. Should any 
USCIS employee other than the COTR or CO ask or direct a Contract employee to deviate from 
established production requirements, priorities, or performance procedures and requirements, the 
Contractor employee will refer the matter to the designated POC for resolution. 

2.22 Government Furnished Property (GFP) 

The Government will identify Government Furnished Property, if any, in individual Calls. 

2.22.1 GFP Reporting 

8 

78 



The Government will identify the property and provide specific Government property reporting, 
and disposition instructions in Calls issued under the BPA, as applicable. In compliance with 
FAR 45.505-14, Reports of Government Property, the Contractor shall provide to the CO an · 
annual report of the USCIS property for which the Contractor is accountable. 

2.22.1.1 HSAR 3052.245-70 Government Property Reports [DEC 2003] 

(a) The Contractor shall prepare an annual report of Government property in its possession and 
the possession of its subcontractors. 

(b) The report shall be submitted to the Contracting Officer not Jater than September 15 of each 
calendar year on DHS Form 0700-05, Contractor Report of Government Property. 

2.22.2 GFP Inspection and Inventory 

Prior to the start date and end date of any BPA CalJ issued hereunder, the Government Project 
Manager will conduct an inspection and inventory of the Government facilities and equipment to 
document the condition and state of repair of the facilities and equipment to be operated or used 
by the Contractor. Based on this inspection, the Government Project Manager wil1 prepare a 
condition report and will provide a copy of this report to the Contractor and to the CO. If the 
Contractor concurs with the report, the Contractor shall sign to acknowJedge receipt and 
acceptance of the condition report. 

2.23 Rights in Government Furnished Data and Materials 

The USCIS shall retain all rights and privileges, including those of patent and copyright, to all 
Government furnished data. The Contractor shall neither retain nor produce for private or 
commercial use any data or other materials furnished under a BPA/CaJL The Contractor agrees 
not to assert any rights at common law or in equity or establish any claim to statutory copyright 
to such data. These rights are not exclusive and are in addition to other rights and remedies to 
which the Government is otherwise entitled elsewhere in this BPA or a BPA CalJ. 

2.24 Access to Government Facilities 

The Authorized Government Representative specified in each Call wiJJ coordinate access to 
Government facilities by Contractor personnel when required in the performance of work on 
individual Calls. While on Government property, the Contractor personnel shall comply with all 
applicable rules and regulations, not onJy as they apply to themselves, but also as they apply to 
other personnel and property at the site. At each site, the local Government representative wiJI 
have soJe authority to determine when, and under what conditions, Contractor personnel can be 
present on site- for instance, the Government may prohibit Contractor personnel from being on 
site if there are no Government personnel present at the same time. 
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2.25 Commercial Records Facility 

The Contractor's facility for the data conversion services and storage of files obtained through 
the BPA shall meet the NARA facility standards for records storage facilities addressed in CFR 
Subpart B, Part 1228, Subpart K. 

2.26 Indemnification 

The Contractor assumes full responsibility for and shall hold harmless and indemnify the 
Government against any and all losses or damage of whatsoever kind and nature, to any supplies 
and accessories or spare parts furnished, while in its custody and care for storage, repairs, or 
service to be performed under the terms of this BPA, resulting in whole or in part from the 
negligent acts or omissions of the Contractor, and subcontractor or any employee, agent or 
representative of the Contractor or subcontractor. 

If due to fault, negligent acts (whether of commission or omission) and/or dishonesty of the 
Contractor or its employees, any Government-owned or controlled property is lost or damaged as 
a result of the Contractor's performance of this BPA, the Contractor shall be responsible to the 
Government for such Joss or damage, and the Government may, in lieu of payment thereof, 
require the Contractor to replace at its own expense, all property lost or damaged. 

2.27 Insurance 

The company shall maintain proper insurance to ensure they are licensed in accordance with 
State and Federal regulations. The Contractor warrants that insurance (currently in force) 
coverage exists in the amount not less than those specified in the FAR Subpart 28.307-2, 
Liflbility. 

2.27.1 Evidence of Insurance 

The Contractor shall file with the CO within three (3) business days after award of the BPA, a 
certification of insurance evidencing the above coverage. The Contractor shall file with the CO 
within five (5) business days after receipt, notice of cancellation or reduction below the above 
cited amounts any insurance coverage related to this requirement 

2.27 .2 Subcontractor lnsur.mce 

The Contractor warrants that such insurance coverage for all subcontractors, who will work at 
the site, does or wiiJ exist before each subcontractor personnel enter the Government premises. 

2.28 Accident Report Procedures 

In the event of an accident involving Government personnel or property, the Contractor shall 
submit a report to the CO via the on-site COTR in letterform that wiiJ include the following: 

• Time and date of occurrence 
• The place of occurrence 
• A list of personnel directly involved 
• A narrative description of the accident and circumstances 
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2 .. 29 Permits and License 

In the perfonnance of work hereunder, the Contractor shall obtain and maintain in effect all 
necessary permits and licenses required by Federal, State, or Local Governments, or subdivisions 
thereof, or of any other duly constituted public authority. Further, the Contractor shall obey and 
abide by all applicable laws and ordinances. 

2.30 Legal Holidays and Administrative Leave 

The Federal Government observes the following days as holidays: 

New Year's Day M. L. King's 
Birthday 

Presidents Day Memorial Day 
Independence Day Labor Day_ 
Columbus Day Veteran's Day 
Thanksgiving Day Christmas 

Observance of such days by Government personnel shall not be reason for the Contractor to 
request an additional period of performance, or entitlement of compensation except as set forth 
within this BPA. When DHS grants its employees "Liberal Leave," Contractor employees are 
expected to work their normal hours. If a site is closed because of inclement weather or other 
reasons that prohibit Contractor personnel from being on site, the Contractor shall not be paid for 
this non-work period. 

2.31 Travel 

The Contractor may be required to travel on an as required and assignment basis. Local travel 
reimbursement under this BPA is not authorized. Local travel is travel within the commuting 
area of the assigned work location. 

2.31.1 Approval for Travel 

The Contractor shall obtain written approval from the Authorized Government Representative 
specified in each Ca11 prior to perfonning any travel under this BPA and trip authorization from 
the COTR. Contractor travel approved in advance by the Authorized Government 
Representative specified in each Call wiJI be reimbursed in accordance with FAR 31.205-46, 
Travel Costs, and the Federal Travel Regulations prescribed by the General Services 
Administration. 

2.32 Key Personnel 

USCIS will require the <;:ontractor to propose a pr<lject management structure and identify key 
personnel on the BPA to perform the functions of project management. These key personnel will 
be directly responsible for management of the BPA. Additional key personnel may be required 
for individual BPA Calls, if the Government designates positions as being essential or "key" to 
the work performed under that Call. Key personnel sha11 be availabl_e to support the 
requirements of Calls issued under the BP A and ensure that all work performed meets the 
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requirements set forth in the Call. The Contractor shall provide resumes of the key personnel, 
which will be evaluated by the Technical Evaluation Committee. At the minimum. the Project 
Manager shall be designated as key personnel. The Project Manager must possess knowledge of 
Federal contract and procurement regulations and specialized experience directly related to the 
type of work required in this BPA. · 

2.32.1 Substitution or Replacement of Key Personnel 

The personnel specified as key personnel in a given BPA Call are considered essential to the 
work performed under the BPA. In the event of either absences or resignations of any 
Contractor staff, the Contractor shall provide fully qualified, experienced, and trained alternates 
to serve as substitutes or replacements for the position. The Contractor shall notify the CO no 
later than 30 calendar days in advance and shall submit justification (including the names and 
resumes of the proposed substitutions) in sufficient detail to permit evaluation of the impact on 
the program. The proposed substitutions shall possess qualifications equal or superior to those of 
the key person(s) being replaced. The Contractor shall make no substitutions or replacements 
without the written consent of the CO. During the first 120 days of this BPA, no key personnel 
substitutions or replacements will be pennitted unless an individual's sudden illness, death, or 
termination of employment necessitates such substitutions. In any of these events, the 
Contractor shall promptly notify the CO and provide the information required by the Key 
Personnel clause. Key personnel may be amended from time to time during the BPA either to 
add or delete personnel to the Call or BPA itself, as appropriate. 

2.32.2 Employment of Key Personnel 

Key personnel shall be full-time employees of the prime Contractor at the time of quote 
submission that possess familiarity with the company lines of business and business processes. 
The Contractor shall furnish the name, phone number, and resume of the key personnel and other 
pertinent information as required by the Government at the time of quote submission. 

2.33 Standards of Conduct 

In performing Calls issued hereunder, Contractor personnel may be required to interact with 
high-level Government officials. The Contractor shall ensure that all its personnel conduct their 
work in a professional and responsible manner. All Contractor personnel working on the 
Government's site shall abide by the rules and regulations as outlined in the Standards of 
Conduct (28 CFR part 45). 

2.34 Consultants 

USCIS will use acquisition support Contractor personnel to support the Government's evaluation 
of quotes in accordance with the Department of Homeland Security Acquisition Regulation 
(HSAR) 3015.207-70. The Contractor employees will have access to information contained in 
the Contractor's quotes and will be subject, as are all other members of the source selection 
organization, to the appropriate conflict of interest, standards of conduct, and confidentiality 
restrictions. 
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3. BPA REQUIREMENTS AND POTENTIAL TASKING 

The tasking described below include current tasks required by USCIS; as well as additional 
support services that may be required in the near future. The tasks are described in general terms 
to help delineate the scope of the BPA. Specific tasks may be further defined by USCIS who 
will place either Firm-Fixed Price or Time and Materia] Calls against the master BPA depending 
upon the nature of the work, but the general scope will not change. All the requirements in the 
BPA shall be performed in accordance with applicable DHS standards, schedules, deadlines, 
SDLC guidelines, and other regulations and guidance provided in this BP A and by USCIS. 

Calls may include, but are not limited to, any combination of the following tasks: 

• Project Management Support 
• Rc:cords Management Services 
• Document Conversion Services 
• Scanning Documents to Digital Data 
• File Control and Trackjng 
• Contractor Operated Records Facility 
• Document Storage 
• Document Shipping and Receiving 
• Needs Assessment and Analysis Services 
• Documentation 

4. PERFORMANCE-BASED SERVICE CONTRACI1NG (PBSC) 

It is the intent of the Government that, to the maximum extent possible, Calls will be issued on 
this BPA using performance-based orders pursuant to FAR 8.405-2(b). The Government will 
strive to develop meaningful performance standards and performance measures that can be 
applied to the work performed under this BPA. In developing performance data the Government 
hopes to achieve the following goals: 

• Determine reasonable, realistic, and measurable performance standards. 
• Determine how performance achievement for any given month can be accurately 

and quantifiably measured against performance standards. 
• Determine performance standards that measure significant. quantitative results to 

show whether overall performance is successfully achieving essential DHS 
objectives. 

• Determine appropriate incentive for achie.ving acceptable quality levels of 
performance. 

The Contractor is encouraged to offer feedback and work with the Government to achieve these 
goals and ensure that standards and measures are fair and contribute to producing the desired 
outcomes. 

4.1.1 PBSC Methods 

Performance-based contracting methods are intended to ensure that required 
performance quality levels are achieved and that total payment is related to the degree 
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that services performed or outcomes achieved meet BPA standards. Performance-based 
task orders-

( I) Describe the requirements in terms of results required rather than the methods 
of performance of the work; 
(2) Use measurable performance standards (i.e., in terms of quality, timeliness, 
quantity, etc.) and quality assurance surveillance plans; 
(3) Specify procedures for reductions of the price of a fixed-price BPA call when 
services are not performed or do not meet BPA call requirements; and 
(4) Include performance incentives where appropriate. 

5. SECURITY REQUIREMENTS 

These Security requirements are applicable to each Call awarded under this BPA. Any deviation 
from this BPA Security Requirements section shall be specified in each BPA Call. 

5.1.1 Genera) 

The Department of Homeland Security (DHS) has determined that performance of this BPA 
requires that the Contractor, subcontractor(s), vendor(s), etc. (herein known as Contractor), 
requires access to sensitive but unclassified DHS information, and that the Contractor will adhere 
to the following. 

5.1.2 Suitability Determination 

DHS shall have and exercise full control over granting, denying, withholding or. terminating 
unescorted government facility and/or sensitive but undassified Government information access 
for Contractor employees, based upon the results of a background investigation. DHS may, as it 
deems appropriate, authorize and make a favorable entry on duty (EOD) decision based on 
preliminary security checks. The favorable EOD decision would allow the employees to 
commence work temporarily prior to the completion of the full investigation. The granting of a 
favorable BOD decision shall not be considered as assurance that a full employment suitability 
authorization will follow as a result thereof. The .granting of a favorable EOD decision or a fuJJ 
employment suitability determination shall in no way prevent, preclude, or bar the withdrawal or 
termination of any such access by DHS, at any time during the term of the BPA. No employee 
of the Contractor shall be allowed unescorted access to a Government facility without a 
favorable EOD decision or suitability detennination by the Security Office. Contract employees 
assigned to the contract not needing access to sensitive but unclassified DHS information or 
recurring access to DHS' facilities will not be subject to security suitability screening. 

5.1.3 Background Investigations 

Contract employees (to include applicants. temporaries, part-time and replacement employees) 
under the contract. needing access to sensitive but unclassified infonnation, shaJJ undergo a 
position sensitivity analysis based on the duties, outlined in the Position Designation 
Determination (PDD) for Contractor Personnel, each individual will perform on the contract. 
The results of the position sensitivity analysis shall identify the appropriate background 
investigation to be conducted. All background investigations will be processed through the 
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Security Office. Prospective Contractor employees shall submit the following completed forms 
to the Security Office through the COTR no less than 30 days before the starting date of the 
contract or 30 days prior to entry on duty of any employees, whether a replacement, addition, 
subcontractor employee, or vendor: 

J. Standard Fonn 85P, "Questionnaire for Public Trust Positions" 

2. DHS Form 11000~6. "Conditional Access to Sensitive But Unclassified 
Information Non-Disclosure Agreement" 

3. FD Form 258. "Fingerprint Card" (2 copies) 

4. Foreign National-Relatives or Associates Statement 

5. Form DHS-1 I 000-9. "Disclosure and Authorization Pertaining to Consumer 
Reports Pursuant to the Fair Credit Reporting Act" 

6. Position Designation Determination for Contract Personnel Form 

Required forms will be provided by DHS at the time of award of the BPA. Only complete 
packages will be accepted by the Security Office. Specific instructions on submission of 
packages will be provided upon award of the BPA. 

Be advised that unless an applicant requiring access to sensitive but unclassified information has 
resided in the US for three of the past five years, the Government may not be able to complete a 
satisfactory background investigation. In such cases. DHS retains the right to deem an applicant 
as ineligible due to insufficient background information. 

The use of Non-U.S. citizens, including Lawful Permanent Residents (LPRs), is not permitted in 
the performance of this BPA for any position that involves access to or development of any DHS 
IT system. DHS will consider only U.S. Citizens and LPRs for employment on this BPA. DHS 
will not approve LPRs for employment on this BPA in any position that requires the LPR to 
access or assist in the development. operation, management or maintenance of DHS IT systems. 
By signing this BPA, the contractor agrees to this restriction. In those instances where other 
non-IT requirements contained in the BPA can be met by using LPRs, those requirements shall 
be clearly described. 

5.1.4 Continued Eligibility 

If a prospective employee is found to be ineligible for access to Government facilities or 
information, the COTR will advise the Contractor that the employee shall not continue to work 
or to be assigned to work under the BPA. 

The Security Office may require drug screening for probable cause at any· time and/ or when the 
contractor independently identifies. circumstances where probable cause exists. 
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·------ ·-- -------------, 

DHS reserves the right and prerogative to deny and/ or restrict the facility and information access 
of any Contractor employee whose actions are in conflict with the standards of conduct, 5 CFR 
2635 and 5 CFR 380 I, or whom DHS determines to present a risk of compromising sensitive but 
unclassified Government information to which he or she would have access under this BPA. 

The Contractor will report any adverse information coming to their attention concerning contract 
employees under the BPA to DHS' Security Office. The subsequent termination of employment 
of an employee does not obviate the requirement to submit this report. The report shall include 
the employees' name and social security number, along with the adverse information being 
reported. 

The Security Office must be notified of aU terminations! resignations within five days of 
occurrence. The Contractor wiiJ return any expired DHS issued identification cards and building 
passes, or those of terminated employees to the COTR. If ·an identification card or building pass 
is not available to be returned, a report must be submitted to the COTR, referencing the pass or 
card number, name of individual to whom issued, the last known location and disposition of the 
pass or card. 

5.1.5 Employment Eligibility 

The Contractor must agree that each employee working on this BPA will have a Social Security 
Card issued and approved by the Social Security Administration. The Contractor shall be 
responsible to the Government for acts and omissions of his own employees and for any 
Subcontractor(s) and their employees to include financial responsibility for all damage or injury 
to persons or property resulting from the acts or omissions of the contractor's employees. 

Subject to existing law. regulations and/ or other provisions of this BPA, illegal or 
undocumented aliens will not be employed by the Contractor, or with this BPA. The Contractor 
will ensure that this provision is expressly incorporated into any and all Subcontracts or 
subordinate agreements issued in support of this BP A. 

5.1.6 Security Management 

The Contractor shall appoint a senior official to act as the Corporate Security Officer. The 
individual will interface with the Security Office through the COTR on all security matters. to 
include physical, perSonnel, and protection of all Government information and data accessed by 
the Contractor. 

The COTR and the Security Office shall have the right to inspect the procedures, methods, and 
facilities utilized by the Contractor in complying with the security requirements under this BPA. 
Should the COTR determine that the Contractor is not complying with the security requirements 
of this BPA, the Contractor will be informed in writing by the Contracting Officer ofthe proper 
action to be taken in order to effect compliance with such requirements. 

The foJJowing computer security requ.irements apply to both Department of Homeland Security 
(DHS) operations and to the former Immigration and Naturalization Service operations (FINS). 
These entities are hereafter referred to as the Department. 
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5.1.7 Information Technology Security Clearance 

When sensitive but unclassified government information is processed on Department 
telecommunications and automated information systems, the Contractor agrees to provide for 
the administrative control of sensitive but 1:1nclassified data being processed and to adhere to 
the procedures governing such data as outlined in DHS IT Security Program Publication 
DHS MD 4300.Pub.. Contractor personnel must have favorably adjudicated background 
investigations commensurate with the defined sensitivity level. 

Contractors who fail to comply with Department security policy are subject to having their 
access to Department IT systems and facilities terminated, whether or not the failure results in 
criminal prosecution. Any person who improperly discloses sensitive but unclassified 
information is subject to criminal and civil penalties and sanctions under a variety of laws (e.g., 
Privacy Act). 

· 5.1.8 Information Technology Security Training And Oversight 

All contractor employees using Department automated systems or processing Department 
sensitive but unclassified data will be required to receive Security Awareness Training. This 
training will be provided by the appropriate component agency of DHS. 

Contractors who are involved with management, use. or operation of any IT systems that handle 
sensitive but unclassified information within or under the supervision of the Department, shaH 
receive periodic training at least annually in security awareness and accepted security practices 
and systems rules of behavior. Department contiactors. with significant security responsibilities, 
shall receive specialized training specific to their security responsibilities annually. The level of 
training shall be commensurate with the individual's duties and responsibilities and is intended 
to promote a consistent understanding of the principles and concepts of telecommunications and 
IT systems security. 

All personnel who access Department information systems will be continually evaluated while 
performing these duties. Supervisors should be aware of any unusual or inappropriate behavior 
by personnel accessing systems. Any unauthorized access. sharing of passwords, or other 
questionable security procedures should be reported to the local Security Office or Information 
System Security Officer (ISSO) 

5.1.9 Minimum Computer And Telecommunications Security Requirements 

5.1.9.1 <7e~ral 

Due to the sensitive nature of Department information, the Contractor is required to develop and 
maintain a comprehensive computer and telecommunications security (C&TS) program to 
address the integrity, confidentiality. and availability of sensitive but unclassified (SBU) 
information during collection. storage, transmission, and disposal. The Contractor's security 
program shall adhere to the requirements set forth in the Department's IT Security Program 
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Publications. The Contractor shall establish a working relationship with the lnfonnation 
Systems Security Manager (ISSM). 

5.1.9.2 C&TS in the Systems Development Life Cycle {SDLC) 

C&TS activities in the SDLC are outlined in each current version of the SDLC Manual. The 
Contractor shall assist the appropriate ISSO with development and completion of all security 
related activities contained in the SDLC. These activities include development of the following 
documents: 

• Sensitive System Security Plan (SSSP): This is the primary reference that describes system 
sensitivity, criticality, security controls, policies, and procedures. 

• Contingency Plan ( CP ): This plan describes the steps to be taken to ensure that an automated 
system or facility can be recovered from service disruptions in the event of emergencies 
and/or disasters 

• Risk Assessment ( RA): This document identifies threats and vulnerabilities, assesses the 
impacts of the threats, evaluates in-place countermeasures, and identifies additional 
countenneasures necessary to ensure an acceptable level of security 

• Security Test and Evaluation (ST &E): This document evaluates each security control and 
countermeasure to verify operation in the manner intended. Test parameters are established 
based on results of the RA 

• Certifier's Statement The certification phase and statement testifies that the correct and 
effective implementation security controls are in place 

5.1.9.3 Security Assurances 

All statements of work and BPA vehicles shall identify and document the specific security 
requirements for outsourced services and operations that are required by the contractor. 
Outsourced services and operations shall adhere to the Department's security po1icies. The 
security requirements shall include how the Department's sensitive but unclassified infonnation 
is to be handled and protected at the contractor's site, including any information stored, 
processed, or transmitted using the contractor's computer systems, the background investigation 
and/or clearances required, and the facility securi(y required. At the expiration of the BPA. 
statements of work and BPA vehicles shall require the return of all sensitive but unclassified 
Department infonnation and IT resources provided during the life of the BPA and certification 
that all Department information has been purged from any contractor-owned system used to 
process Department information. Components shall conduct reviews to ensure that the security 
requirements in the BPA are implemented and enforced. 

5.1.9.4 Data Security 
SBU systems must be protected from unauthorized access, modification, and denial of service. 
The Contractor shall ensure that all aspects of data security requirements (i.e., confidentiality, 
integrity, and availability) are included in the functional requirements and system design, and 
ensure that they meet the minimum requirements as set fonh in the most currently approved 
Department publications. These requirements include: 
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• Integrity - The computer systems used for processing SBU must have data integrity controls 
to ensure that data is not modified (intentionally or unintentionally) or repudiated by either 
the sender or the receiver of the information. A risk analysis and vulnerability assessment 
must be perfonned to detennine what type of data integrity controls (e.g., cyclical 
redundancy checks, message authentication codes, security hash functions, and digital 
signatures, etc.) must be used. 

• Confidentiality- Controls must be included to ensure that SBU information collected, stored, 
and transmitted by the system is protected against compromise. A risk analysis and 
vulnerabiJity assessment must be perfonned to determine if threats to the SBU exist. If it 
exists, data encryption must be used to mitigate such threats. 

Availability- Controls must be included to ensure that the system is continuously working and all 
services are fully available within a timeframe commensurate with the availability needs of the user 
community and the criticality of the infonnation processed. 

6. APPLICABLE DOCUMENTS 

6.1 Policies and Procedures 

Work performed under this BPA shall conform to current applicable Federal and DHS policies 
and procedures, security regulations, systems protocols, and other procedures and regulations 
listed in the following documents. 

• DHS MD 4300 Pub 
• Freedom of Information Act (FOIA). Privacy Act (PA). Available at 

http://www .usdoj.gov/foialprivstat.htm 
• HSAR 3015.207-70 
• HSAR 3052.245-70 
• National Archives and Records Administration (NARA) regulations. Available at 

http:Uwww.archives.gov/ 
• National Industrial Security Program Operating Manual (NISPOM). A vail able at 

www .dss.mil/isec/njspom.htm 
• USCJS Office of Records Services Record Operations Handbook. 

6.2 Forrm 

• DHS Fonn 258 
• DHS Form 0700-05 
• DHS Fonn 11000-6 
• DHS Form l l 000-9 
• Standard Form 85P 

(This section will be removed upon award.) 
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